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1 Einführung

1.1 Hinweis zum Copyright
Copyright © 2025 Welotec GmbH Alle Rechte vorbehalten.

Eine Vervielfältigung ohne Genehmigung ist nicht gestattet.

1.2 Marken
Welotec ist eine eingetragene Marke von der Welotec GmbH. Andere in diesem Handbuch genannte Marken sind
Eigentum der jeweiligen Unternehmen.

1.3 Rechtlicher Hinweis
Die Informationen in diesem Dokument können ohne Vorankündigung geändert werden und sind für die Welotec
GmbH nicht verbindlich.

Es istmöglich, dass dieses Benutzerhandbuch technischeoder typografische Fehler enthält. Eswerden regelmäßig
Korrekturen vorgenommen, ohne dass darauf in neuen Versionen hingewiesen wird.

1.4 Kontaktinformationen für technischen
Support

Welotec GmbH ZumHagenbach 7

48366 Laer

Tel.: +49 2554 9130 00

Fax.: +49 2554 9130 10

Email: support@welotec.com

1.5 Beschreibung
Die Router der TK500‑Serie für den Industriebereich stellen eine stabile Hochgeschwindigkeitsverbindung
zwischen Remotegeräten und Kundenstandorten über LAN und (modellabhängig) über WLAN bzw. 2G/3G/4G
Netzwerke bereit. Sie können in einem Spannungsbereich von 12 bis 24 V DC betrieben werden und verfügen
über einen Temperaturbereich von ‑15°C bis 70°C bei einer relativen Luftfeuchtigkeit von 95%, wodurch eine hohe
Stabilität und Zuverlässigkeit unter strengen Bedingungen gewährleistet ist. Der TK500 kann auf dem Arbeitsplatz
verwendet werden oder auf DIN‑Schienenmontiert werden.

Produkteder TK500‑Serie unterstützenVPN (IPSec/PPTP/ L2TP/GRE/SSLVPN),was sichere Verbindungen zwischen
Remotegeräten und Kundenstandorten garantiert.
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1.6 Wichtiger Sicherheitshinweis:
1.6.1 Dieses Produkt ist für folgende Einsatzbereiche nicht

geeignet
• Bereiche, in denen keine Funkanwendungen (wie Handys) erlaubt sind

• Krankenhäuser und andere Orte, an denen der Einsatz von Handys nicht zulässig ist

• Tankstellen, Treibstofflager und Orte, an denen Chemikalien gelagert werden

• Chemische Anlagen oder andere Orte mit Explosionsgefahr Metalloberflächen, die den Funksignalpegel
schwächen können

1.6.2 Warnung
Dies ist ein Produkt der Klasse A. ImWohnbereich kann der Einsatz zu Funkstörungen führen, die vomBenutzermit
entsprechenden Maßnahmen zu beheben sind.

1.6.3 WEEE‑Hinweis
Die am 13. Februar 2003 in Kraft getretene europäische Richtlinie zur Entsorgung elektrischer und elektronischer
Altgeräte (WEEE)hat zugroßenVeränderungenhinsichtlichderWiederverwendungunddesRecyclingselektrischer
Geräte geführt.

Das Hauptziel dieser Richtlinie ist die Vermeidung von Abfällen von Elektro‑ und Elektronikgeräten sowie
das Fördern der Wiederwendung, des Recyclings und anderer Formen der Wiederverwertung. Das WEEE‑Logo
(siehe Abbildung links) auf dem Produkt oder der Verpackung weist darauf hin, dass das Produkt nicht im
normalen Hausmüll entsorgt werden darf. Sie sind dafür verantwortlich, alle ausgedienten elektrischen und
elektronischen Geräte an entsprechenden Sammelstellen zu entsorgen. Eine getrennte Sammlung und sinnvolle
Wiederverwertung IhresElektroschrottshilftdabei, sparsamermitdennatürlichenRessourcenumzugehen.Zudem
stellt eine sachgemäße Wiederverwertung elektrischer und elektronischer Altgeräte die menschliche Gesundheit
und den Schutz der Umwelt sicher.

Weitere Informationen zur Entsorgung,Wiederverwertung sowie zuSammelstellen elektrischer undelektronischer
Altgeräte erhalten Sie bei Ihrer örtlichen Stadtverwaltung, den Entsorgungsbetrieben, dem Vertreiber oder dem
Hersteller des Geräts.

1.7 Checkliste für Inhalt
Jeder TK500‑Funkrouter wird in einem Paket mit Standardzubehör ausgeliefert. Weiteres Zubehör kann bestellt
werden. Überprüfen Sie den Inhalt Ihres Pakets sorgfältig, und falls etwas fehlt oder beschädigt ist, wenden Sie
sich an Ihren Vertriebspartner von der Welotec GmbH.
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1.7.1 Lieferumfang
Standardzubehör

Zubehör Anzahl Beschreibung
TK500‑Router 1 Industrieller Router der Serie TK500
Netzwerkkabel 1 Netzwerk‑Kabel CAT5, 1,5 Meter
Handbuch 1 Datenträger mit Handbuch
Lizenzbedingungen 1 “Third Party Software Notifications and Licenses”
Stromversorgung

Terminalblock 1 7‑Polige Anschlussklemme für Stromversorgung

Bestandteile Set (Modellabhängig)

Produkt Anzahl Beschreibung
TK500‑Router 1 Industrieller Router der Serie TK500
Netzwerkkabel 1 Netzwerk‑Kabel CAT5, 1,5 Meter
Mobilfunkantenne 1 5 mMagnetfußantenne (TK515L, TK515L‑W, TK505U) 2G/3G/
WLAN‑Antenne 2 Aufsteckantennen (WLAN) (TK515L‑W)
Handbuch 1 Datenträger mit Handbuch
Lizenzbedingungen 1 “Third Party Software Notification and Licenses”
Stromversorgung

Tischnetzteil, Eingang 100‑240 V AC, Ausgang 12 V DC (für TK5xx), inkl. 7‑poliger
Terminalblock

1 Stecker, europäischer Standard

1.8 Produktinformationen
1.8.1 Umgebungsbedingungen
Betriebstemperatur: ‑15 bis 70°C

Relative Luftfeuchtigkeit während des Betriebs: 5 bis 95 % nicht kondensierend

Lagertemperatur: ‑40 bis +85°C
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1.8.2 Stromversorgung
Stromversorgung: 1 Klemmleiste (7‑polig) inkl. Spannungsbuchse und serieller Anschluss

Eingangsspannung: 12 ‑ 24 V DC

1.8.3 Physikalische Eigenschaften
Gehäuse: Stahl, Schutzart IP30

Gewicht: 450 g

Abmessungen (mm): 35 x 127 x 108,2 mm
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2 Regulatory Compliances

2.1 CE and UKCA Notice
2.1.1 Complies with: RADIO EQUIPMENT DIRECTIVE

2014/53/EU and Radio Equipment Regulations 2017
(SI 2017 No. 1206)

Article 3.1a Safety: Low Voltage Directive 2014/35/EU

• EN 62368‑1 :2020

Article 3.1a Health:

• EN 62311:2020

Article 3.1b EMC: EMC Directive 2014/30/EU

• EN 55032:2020

• EN 55035:2019

• EN 61000‑3‑2:2019

• EN 61000‑3‑3:2019

Article 3.2 Radio:

• ETSI EN 301 328 V2.2.2 (2019‑07)

• ETSI EN 301 489‑1 V2.2.3 (2019‑11)

• ETSI EN 301 489‑17 V3.2.4 (2020‑09)

• ETSI EN 301 489‑52 V1.2.1 (2021‑11)

• ETSI EN 301 511 V12.5(2017‑03)

• ETSI EN 908‑1 V15.1 (2021‑09)

• ETSI EN 908‑2 V13.1.1 (2020‑06)

• ETSI EN 908‑13 V13.2.1 (2022‑02)

RoHS 2 Directive 2011/65/EU & 2015/863/EU

The corresponding markings are located on the device:
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3 Installationshandbuch

3.1 Typische Anwendung
Mit Routern der TK500‑Serie können Sie Geräte mit Ethernet, WLAN oder RS‑232/485 über GPRS/HSUPA/
UMTS/LTE mit dem Internet verbinden. Zur Gewährleistung der Sicherheit und eines unterbrechungsfreien
Zugriffs unterstützt die TK500‑Serie VPN‑Verbindungen und ermöglicht somit den Remotezugriff und eine sichere
Datenübertragung über das Internet.

3.2 Anschlussplan

Schnittstelle Beschreibung
Stromanschluss 12‑24 V DC
Seriell RS 232, RS 485
Ethernet‑Ports Fünf 10/100Base‑TX RJ45‑Ports
Antennenanschluss (Mobilfunk) SMA (f)
Antennenanschluss (WLAN) SMA‑R (f)
SIM‑Kartenfach Fach zum Einlegen der SIM‑Karte (TK525L‑W, TK525L, TK525U)

3.2.1 Anschluss der seriellen Schnittstellen und I/O‘s
Beschreibung der LED‑Leuchten:

= LED leuchtet = LED leuchtet nicht = LED blinkt

Legende: Leuchtet: Ein– Leuchtet nicht: Aus– Blinkt: Blinkend–

Signal Ein Aus Blinkend
Einschalten PWR, STATUS, WARN ERR

Ausführung der Firmware PWR, WARN ERR STATUS
Einwahl ins Internet PWR ERR SATUS, WARN
Verbindung herstellen PWR WARN, ERR STATUS
Firmware aktualisieren PWR STATUS, WARN. ERR

Werkseinstellungen zurücksetzen PWR WARN STATUS, ERR
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Beschreibung der LED‑Signale

Signal: 1‑9

(schlechtes Signal, der Router kannnicht korrekt arbeiten, bitte überprüfenSie die Antennenverbindungund
die örtliche Signalstärke des Mobilfunknetzes.)

Signal: 10‑19

(Router arbeitet normal)

Signal: 20‑31

(Perfektes Signallevel)

3.3 Schneller Internetanschluss
3.3.1 Einstecken der SIM‑Karte
Öffnen Sie das TK‑Router SIM/UIM‑Fach oben am Gerät und legen Sie die SIM‑Karte in den Kartenträger ein.

3.3.2 Installation der Antenne
Verbinden Sie nach der Installation des TK500 die Antenne und schrauben Sie die Antenne fest. Stellen Sie die
Antenne dort auf, wo eine gute Signalstärke erreicht wird.

Hinweis
Position und Winkel können sich auf die Signalstärke auswirken.

3.3.3 Stromversorgung
Verbinden Sie die im Lieferumfang enthaltene Spannungsversorgung mit dem Gerät, und achten Sie darauf, ob
die LED‑Anzeige für „Power“ aufleuchtet. Wenden Sie sich an den technischen Support von Welotec, wenn keine
Anzeige aufleuchtet. Sie können den TK500 konfigurieren, wenn die Power‑Anzeige blinkt.
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3.3.4 Verbinden
Verbinden Sie den TK500 mit dem PC:

1. Schließen Sie das Ethernet Kabel des TK500 an den PC an.

2. Anschließend leuchtet eine LED‑Anzeige der RJ45‑Schnittstelle grün auf und die anderen Anzeigen blinken.

3.3.5 Erstes Anschließen des TK‑Router‑Geräts an den PC
Der TK500‑Router kann IP‑Adressen für den PC automatisch vergeben. Richten Sie den PC so ein, dass IP‑ Adressen
über DHCP automatisch abgerufen werden. (Grundlage ist das Windows‑Betriebssystem):

1. Öffnen Sie die Systemsteuerung, doppelklicken Sie auf das Symbol „Netzwerk‑ und Freigabecenter“ und öffnen
Sie so den Bildschirm „Netzwerk‑ und Freigabecenter“.

2. Klicken Sie auf „LAN‑Verbindung“ und öffnen Sie den Bildschirmmit dem “Status von LAN‑Verbindung”:

3. Klicken Sie auf „Eigenschaften“, und öffnen Sie den Bildschirmmit den Eigenschaften der LAN‑Verbindung:
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4. Wählen Sie „Internetprotokoll Version 4 (TCP/IPv4)“ aus, klicken Sie auf die Schaltfläche „Eigenschaften“, und
überprüfenSie, ob Ihr PC IP‑ undDNS‑Adresse automatischbeziehenkann. (Sie könnendenPCauch imSubnetz
einrichten: 192.168.2.0/24, z. B. IP: 192.168.2.10, Netzmaske: 255.255.255.0, Standardgateway: 192.168.2.1)

DurchKlickenauf „OK“weist der TK‑RouterdemPCeine IP‑Adresse zu: 192.168.2.X, sowiedasGateway: 192.168.2.1
(die Standardadresse des TK500).

Nach dem Konfigurieren der TCP/IP‑Protokolle können Sie mit dem Ping‑Befehl überprüfen, ob die Verbindung
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zwischen PC und Router fehlerfrei aufgebaut wird. Es folgt ein Beispiel für das Ausführen des Ping‑Befehls unter
Windows 7 :

Windows‑Taste+R ‑> Eingabe “cmd” ‑> Entertaste ‑> Eingabe “Ping 192.168.2.1” ‑> Entertaste Bei dieser Anzeige:

Die Verbindung zwischen PC und Router wurde richtig aufgebaut.

Im folgenden Beispiel gibt es Fehler:

Die Verbindung funktioniert nicht richtig, und Sie sollten die Anweisungen erneut durchgehen und Ihre
Einstellungen überprüfen.

3.3.6 Konfigurieren des TK500 (Optional)
Nachdem Sie die im vorherigen Kapitel beschriebenen Schritte ausgeführt haben, können Sie den Router
konfigurieren:

1. Öffnen Sie einen beliebigen Internet Browser (z.B. Google Chrome) und geben Sie die Standard‑IP‑Adresse des
Routers ein: http://192.168.2.1. Es wird folgende Anmeldeseite geöffnet:
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Geben Sie den Benutzernamen (Standard: adm) sowie das Kennwort (Standard: 123456) ein, und klicken Sie dann
auf „Login“, um den Konfigurationsbildschirm zu öffnen.

2. Ändern Sie die IP‑Konfiguration:

Wenn Sie eine eigene IP festlegenmöchten, befolgen Sie die nachstehenden Anweisungen:

1. Klicken Sie auf Network >VLAN.

2. Um eine VLAN ID hinzuzufügen, klicken Sie auf „Add“

Ändern Sie die IP‑Adresse bspw. in 192.168.1.254 und wählen Sie die LAN‑Ports aus, die dieser IP‑Adresse
zugewiesen werden sollen.
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3. Klicken Sie auf „Apply“, und folgender Bildschirm wird angezeigt:

Die IP‑Adresse des TK500 wurde geändert. Damit Sie nun wieder auf die Konfigurationsseite zugreifen können,
muss der PC in demselben Subnetz eingerichtet sein, beispielsweise: 192.168.1.10/24 – Geben Sie dann die
geänderte IP‑Adresse (192.168.1.254) in Ihrem Browser ein.

3.3.7 Den TK‑Router mit dem Internet verbinden
Führen Sie die folgenden Konfigurationsschritte aus, um eine Verbindung zwischen dem TK500 und dem Internet
herzustellen.

Klicken Sie auf Network > Cellular, und aktivieren Sie die Funktion durch Enable:
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Überprüfen Sie die Einträge und wählen Sie unter SIM1 Network Provider einen voreingestellten Netzwerk‑
Provider aus, oder fügen Sie ein selbsterstelltes Profil eines Providers hinzu:

Sie erhalten die APN, die Einwahlnummer, den Benutzernamen und das Kennwort von Ihrem lokalen
Netzwerkanbieter. Erkundigen Sie sich dort nach den Einzelheiten.

Über ShowAdvancedOptions können Sieweitere Einstellungen tätigen, wie z.B. den PIN Code, wenn dieser auf der
SIM‑Karte gesetzt ist.
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Wenn Sie die richtige Konfiguration festgelegt haben, kann der TK500 nun eine Verbindung mit dem Internet
herstellen. Öffnen Sie einen Internet Browser, geben Sie „www.welotec.com“ ein, und die Website von Welotec
wird geöffnet.

3.4 Zurücksetzen auf Werkseinstellungen
3.4.1 Hardwaremethode

= LED leuchtet = LED leuchtet nicht = LED blinkt

1. Drücken Sie die RESET‑Taste, während Sie den TK500 einschalten:

2. Sobald die LED‑Leuchte ERROR aufleuchtet (ca. 10 Sekunden nach dem Einschalten), lassen Sie die
RESET‑Taste los:

3. NacheinigenSekundenhörtdieLED‑LeuchteERRORauf zu leuchten.NundrückenSieerneutdieRESET‑
Taste:

4. Daraufhin blinken die LED‑Leuchten ERROR und STATUS, was bedeutet, dass das Zurücksetzen auf die
Standardeinstellung erfolgreich war.

Werkseitige Standardeinstellungen:
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• IP: 192.168.2.1

• Netzmaske: 255.255.255.0

• Benutzername: adm

• Passwort: 123456

• Serieller Parameter: 115200‑N‑8‑1

3.4.2 Webmethode
1.) Melden Sie sich an der webbasierten Benutzeroberfläche des TK500 an und wählen Sie System > Config
Management aus:

2.) Klicken Sie auf Restore default configuration, um den TK500 auf seine Werkseinstellungen zurückzusetzen.
Danach wird der Router neu gebootet.
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4 System
Der TK‑500 Router muss vor der Verwendung ordnungsgemäß konfiguriert sein. In diesem Kapitel wird die
webbasierte Konfiguration beschrieben.

4.1 Vorbereitung
Verbinden Sie Ihre Geräte zunächst per Kabel oder Hub (Switch) mit dem TK500 und legen Sie die IP‑Adresse für
den PC und TK500 in demselben Subnetz fest, z. B.: legen Sie die PC‑IP‑Adresse auf 192.168.2.2 fest, Netzmaske:
255.255.255.0, Gateway (Standard‑IP des TK500: 192.168.2.1):
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Öffnen Sie einen Internet Browser, und geben Sie die IP‑Adresse des TK500 ein: http://192.168.2.1 (Standard‑IP des
TK500).

Auf der folgenden Anmeldeseite müssen Sie sich als Administrator anmelden. Geben Sie den Benutzernamen und
das Kennwort ein (Standard: adm/123456).

Klicken Sie auf „Login“, um die Konfigurationsseite zu öffnen.

System

Die Systemeinstellungen umfassen die folgenden zehn Bereiche: Basic Setup, Time, Serial Port, Admin Access,
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System Log, Config Management, Scheduler, Upgrade, Reboot und Logout.

4.2 Basic Setup
Im Basic Setup können Sie die Sprachführung des Menüs, sowie den Hostnamen anpassen. Erreichbar ist dieser
Menüpunkt über System > Basic Setup.

Parametername Beschreibung Standard Beispiel
Language Sprache für Konfigurationsseite festlegen English English
Host Name Hostname des TK500 Router Mein Router

4.3 Time
In diesem Menüpunkt lässt sich die Systemzeit des Routers anpassen. Weiter ist es hier möglich einen Zeitserver
(NTP Time Server) einzurichten um die Systemzeit automatisch aktuell zu halten.
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Name Beschreibung Standard
Router Time Uhrzeit des Routers 2017‑08‑01 16:00:00
PC Time Uhrzeit des PCs (bzw. die

Uhrzeit des mit dem Router
verbundenen Geräts)

Über den Button Sync Time lässt sich
die Zeit mit dem angeschlossenen Gerät
synchronisieren

Timezone Zeitzone festlegen wählbare zeitzone
Auto Daylight Savings Time Automatische Umstellung:

Sommerzeit/Winterzeit
Deaktiviert

Auto Update Time Zeitpunkt der automatischen
Uhrzeitaktualisierung

Deaktiviert

NTP Time Servers (nach
Aktivierung der Option „Auto
Update Time“)

Einstellung für NTP‑Zeitserver
(Höchstens drei Einträge)

pool.ntp.org

4.4 Serial Port
Sie können über den Menüpunkt System > Serial Port die Einstellungen für die serielle Schnittstelle des Routers
anpassen.
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Name Beschreibung Standard
Baud Rate Serielle Baudrate 115200
Data Bits Serielle Datenbits 8
Parity Paritätsbit serieller Daten festlegen None
Stop Bit Stoppbit serieller Daten festlegen 1
Software Flow Control Softwareflusssteuerung Deaktiviert

4.5 Admin Access
In diesem Bereich können Sie wichtige Einstellungen ändern bzw. anpassen, wie z.B. das Kennwort des
Administrators oder die Portbelegung für den Zugriff auf den Router. Zu erreichen sind diese Einstellungen über
System > Admin Access.
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Name Beschreibung Standard
Username/Password

Username Benutzername für Anmeldung an der
Konfigurationsseite

adm

Old Password Zum Ändern des Kennworts ist die Eingabe des alten
Kennworts erforderlich

123456

New Password Neues Kennwort eingeben

Confirm New
Password

Neues Kennwort erneut eingeben

Management

HTTP/HTTPS/TELNET/SSHD/HTTP_API/Console

Enable Zum Aktivieren auswählen Aktiviert
Service Type HTTP/HTTPS/TELNET/SSHD/HTTP_API/Console 80/443/23/22/4444/Blank
Local Access Aktiviert – Zulassen, dass Router über LAN verwaltet

wird (z. B.: HTTP)
Aktiviert

Remote Access Aktiviert – Zulassen, dass der TK500 über WAN
verwaltet wird (z. B.: HTTP)

Aktiviert

Allowed
addresses from
WAN (Optional)

Legt den Bereich zulässiger IP‑Adressen für WAN fest Server für Steuerungsdienste
können festgelegt werden, wie
192.168.2.1/30 oder 192.168.2.1

Description Verwaltungsparameter beschreiben (ohne
Auswirkung auf den TK500)

Non‑privileged
users
Username Benutzernamen ohne Administrator‑Rechte anlegen

Password Password für Benutzer ohne Administrator‑Rechte
anlegen

Andere
Parameter
Login Timeout Protokollzeitüberschreitung festlegen, nach diesem

Wert wird Verbindung mit der Konfigurationsseite
getrennt undmanmuss sich neu einloggen

500 Sekunden
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4.6 System Log
Einstellungsmöglichkeiten für das Protokollieren von Log‑Dateien. Sie erreichen diese über System > System Log.

Name Beschreibung Standard
Log to Remote
System

Remoteprotokollserver aktivieren Deaktiviert (wenn aktiviert, kann IP‑Adresse und
Port eingegeben werden)

IP
Address/Port
(UDP)

IP‑Adresse und Port des
Remoteprotokollservers festlegen

Port: 514

Log to Console Ausgabe des Logs auf der seriellen
Schnittstelle

Deaktiviert

4.7 Config Management
Sichern und Importieren von Router Konfigurationen, sowie zurücksetzen auf Werkseinstellungen des Routers
und sichern bzw. wiederherstellen der Provider‑Daten. Sie können diesen Menüpunkt über System > Config
Management erreichen.

Welotec GmbH
ZumHagenbach 7
48366 Laer

www.welotec.com
info@welotec.com
+49 2554 9130 00

Page 25



Name Beschreibung
Router
Configuration

Konfigurationsdatei für Import/Backup hochladen/speichern

Restore default
configuration

Zum Zurücksetzen des TK500 anklicken (zum Aktivieren der Standardkonfiguration
muss der TK500 neu gestartet werden.)

Network Provider
(ISP)

Zum Importieren oder sichern von APN, Benutzername, Kennwort und anderer
Parameter von herkömmlicher Betreiber

Durchsuchen Mit demDurchsuchenButton könnenSie die Dateimit den Einstellungen auswählen, die
über Import hochgeladen werden sollen

4.8 Scheduler
Der Scheduler dient dazu den automatischen Reboot für den Router einzustellen. Sie können die Einstellungen
dafür über System > Scheduler festlegen.

Name Beschreibung
Enable Schaltet den Auto Reboot ein oder aus
Time Uhrzeit zu der der TK500 Router neu gebootet werden soll
Days Auswahl Everyday für das tägliche neu starten

4.9 Upgrade
In diesem Bereich bietet Ihnen der Router eine Schnittstelle zum Aktualisieren der Firmware. Zu erreichen über
System > Upgrade.

Wählen Sie zum Aktualisieren des Systems über den Button Datei auswählen die Aktualisierungsdatei (z.B. TK500‑
V2.2.0v4xxx.bin) in Ihrem Dateisystem aus.
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Klicken Sie auf den Button „Upgrade“, und bestätigen Sie den Start der Aktualisierung

Klicken Sie nach erfolgreicher Aktualisierung der Firmware auf Reboot, um den TK500 neu zu starten.

4.10 Reboot
Wenn Sie einen Neustart Ihres Routers durchführenmüssen, wählen Sie System > Reboot aus. Klicken Sie dann auf
„OK“, um das System neu zu starten.
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4.11 Logout
Klicken Sie zum Abmelden vom System auf System > Logout und bestätigen Sie das Abmeldenmit „OK“.
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5 Netzwerk
Über die Netzwerkeinstellungen konfigurieren Sie Cellular, WAN, WAN(STA), VLAN, Switch WLAN Mode, WLAN
Client, Link Backup, VRRP, IP Passthrough, Static Route, OSPF

5.1 Cellular
In diesemMenübereich legenSie die Einwahl Ihres Routers fest undkonfigurierendiese. Zu erreichenüberNetwork
> Cellular.
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Name Beschreibung Standard
Enable Aktiviert die Dialup Funktion Aktiviert
Time Schedule Zeit für online und offline festlegen (s. auch 3.2.1.1) ALL
Shared
Connection
(NAT)

Aktiviert – mit Router verbundenes Gerät Aktiviert

Default Route Mobilfunk Interface als Standard Route ins Internet Aktiviert
Network
Provider (ISP)

Lokalen ISP auswählen, falls hier nicht aufgeführt, „Custom“
auswählen

Custom

APN APN‑Parameter, die vom Provider geliefert wird internet.t‑d1.de
(Telekom)

Access Number Einwahlparameter, die vom lokalen ISP bereitgestellt werden *99***1#
Username Benutzername, der vom Provider bereitgestellt wird tm
Password Kennwort das vom lokalen ISP bereitgestellt wird tm
Network Select
Type

Mobilen Netzwerktyp auswählen (2G, 3G, 4G only) Auto

Connection
Mode

Verbindungsmodus: Router ist immer online Always Online

Redial Interval Wenn das Einwählen fehlschlägt, wählt der TK‑Router nach diesem
Intervall erneut an

30 Sekunden

Show Advanced
Options

Ermöglicht das Konfigurieren erweiterter Optionen Deaktiviert

PIN Code Feld für die PIN Nummer der SIM Karte Leer
MTU MTU (Maximum Transmission Unit) festlegen 1500
Authentication
Type

PAP, CHAP Auto

Use Peer DNS Diese Option aktivieren, um Peer‑DNS zu akzeptieren Aktiviert
Link Detection
Interval

Intervall für Verbindungserkennung festlegen (0 = deaktiviert) 55 Sekunden

Debug Debug‑Modus aktivieren deaktiviert
Debug Modem Debug Modem aktivieren deaktiviert
ICMP Detection
Mode

Monitor Traffic: Nur wenn keine Daten fließen wird in regelmäßigen
Abständen ein Keep Alive Ping gesendet.

Monitor Traffic

ICMP Detection
Server

Server für ICMP‑Erkennung festlegen; leeres Feld bedeutet, es ist keiner
vorhanden

Leer

ICMP Detection
Interval

Intervall für ICMP‑Erkennung festlegen 30 Sekunden

ICMP Detection
Timeout

Zeitüberschreitung für ICMP‑Erkennung festlegen (TK500 wird bei
ICMP‑Zeitüberschreitung neu gestar‑ tet)

20 Sekunden

ICMP Detection
Retries

Höchstanzahl der Wiederholungen festlegen, wenn ICMP fehlschlägt 5
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5.1.1 Schedule Management
Zeitplanverwaltung (neben “Time schedule”):

Hier kann eine eigene Dialup‑Strategie gefahren werden, d.h. Sie können hier über drei Zeitbereiche festlegen,
wann der Router online sein soll.

Name Beschreibung Standard
Name Name für den Zeitplan Schedule_1
Sunday Sonntag Leer
Monday Montag Aktiviert
Tuesday Dienstag Aktiviert
Wednesday Mittwoch Aktiviert
Thursday Donnertag Aktiviert
Friday Freitag Aktiviert
Saturday Samstag Leer
Time Range 1 Zeitbereich 1 festlegen 9:00‑12:00
Time Range 2 Zeitbereich 2 festlegen 14:00‑18:00
Time Range 3 Zeitbereich 3 festlegen 0:00‑0:00
Description Konfiguration beschreiben Leer

Sie können auchmehrere Zeitpläne erstellen, wenn z.B. an einem Arbeitstag andere Arbeitszeiten gelten.

5.2 WAN
Hier können Sie ein neues WAN (Wide Area Network) einrichten. Zu erreichen über Network > WAN.
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Auf dieser Seite kann der Typ des WAN‑Ports festgelegt werden:

Name Beschreibung Standard
Type Static IPDynamic Address(DHCP)ADSL Dialup(PPPoE)Disabled Deaktiviert (Disabled)

Es kann immer nur ein WAN‑Typ aktiviert sein. Durch die Aktivierung eines Typs wird ein anderer deaktiviert.

5.2.1 Static IP

Name Beschreibung Standard
Type Static IP disabled
Shared Connection (NAT) Aktiviert – mit Router verbundenes lokales Gerät

kann auf das Internet zugreifen
Aktiviert

Default Route Mobilfunk Interface als Standard Route ins Internet Aktiviert
MAC Address MAC‑Adresse festlegen (Button Default = Standard,

Clone = neuerstellte MAC Adresse)
Default

IP Address IP‑Adresse für WAN‑Port festlegen 192.168.1.29
Netmask Netzmaske für WAN‑Port festlegen 255.255.255.0
Gateway WAN‑Gateway festlegen 192.168.1.1
MTU Maximum Transmission Unit (MTU) festlegen,

möglich sind die Optionen „Default“ und „Manual“
Default
= 1500

„Multi‑IP Settings“ (es können höchstens 8
weitere IP‑Adressen festgelegt werden)
IP Address Weitere IP‑Adresse für LAN festlegen Leer
Netmask Netzmaske festlegen Leer
Description Einstellungen beschreiben Leer
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5.2.2 Dynamic Address (DHCP)

Name Beschreibung Standard
Type Dynamic Address (DHCP)

Share Connection
(NAT)

Aktiviert – mit Router verbundenes lokales Gerät kann auf das Internet
zugreifen

Aktiviert

Default Route Mobilfunk Interface als Standard Route ins Internet Aktiviert
MAC Address MAC‑Adresse festlegen

MTU Maximum Transmission Unit (MTU) festlegen, möglich sind die Optionen
„Default“ und „Manual“

Default =
1500
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5.2.3 ADSL Dialup (PPPoE)
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Name Beschreibung Standard
Type ADSL Dialup (PPPoE)

Share Connection (NAT) Aktiviert – mit Router verbundenes lokales Gerät kann auf das
Internet zugreifen

Aktiviert

Default Route Mobilfunk Interface als Standard Route ins Internet Aktiviert
MAC Address MAC‑Adresse festlegen

MTU Maximum Transmission Unit (MTU) festlegen, möglich sind die
Optionen „Default“ und „Manual“

Default =
1492

ADSL Dialup (PPPoE) Settings

Username Benutzernamen zum Einwählen festlegen Leer
Password Kennwort zum Einwählen festlegen Leer
Static IP Statische IP‑Adressen aktivieren Deaktiviert
Connection Mode Verbindungsmodus festlegen („Connect on Demand“/„Always

Online“/„Manual“)
Always
Online

Show Advanced
Options/erweiterte Optionen
Show advanced options Erweiterte Konfiguration aktivieren Deaktiviert
Service Name Hier kann ein Name für den Service vergeben werden Leer
TX Queue Length Länge der Übertragungswarteschlange festlegen 3
Enable IP head compression Klicken, um die IP‑Headerkomprimierung zu aktivieren Leer
User Peer DNS Peer‑DNS für Benutzer aktivieren Deaktiviert
Link Detection Interval Intervall für Verbindungserkennung festlegen 55

Sekunden
Link Detection Max Retries Höchstanzahl der Wiederholungen für Verbindungserkennung

festlegen
10 (Mal)

Debug Auswählen, um Debug‑Modus zu aktivieren Deaktiviert
Expert Options Expertenparameter festlegen Leer
ICMP Detection Server Server für ICMP‑Erkennung festlegen Leer
ICMP Detection Intervall Zeit für ICMP‑Erkennung festlegen 30
ICMP Detection Timeout Zeitüberschreitung für ICMP‑Erkennung festlegen 3
ICMP Detection Retries HöchstanzahlderWiederholungen für ICMP‑Erkennung festlegen 3

5.3 WAN(STA)
Unter diesem Menüpunkt Network > WAN(STA) können Sie den TK500 als WAN Station konfigurieren. Die
Einstellungen in diesemMenüpunkt gleichen denen aus dem der WAN‑Einstellungen.
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5.4 VLAN
Ein Virtual Local area Network (VLAN) ist ein logisches Teilnetz innerhalb eines Switches oder eines gesamten
physischen Netzwerks. Ein VLAN trennt physische Netze in Teilnetze auf, indem es dafür sorgt, dass VLAN‑fähige
Switches die Frames (Datenpakete) eines VLANs nicht in ein anderes VLAN weiterleiten. Dies geschieht obwohl die
Teilnetze an gemeinsamen Switches angeschlossen sein können.

5.4.1 VLAN‑Tabelle
In der VLAN‑Tabelle können Sie die Zuweisung von VLANs zu FastEthernet Ports ändern und neue VLANs anlegen.

5.4.2 Port Mode
Im Menü Port Mode können den Netzwerports FastEthernet LAN1 bis LAN4 verschiedene VLAN IDs zugeordnet
werden.
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Es stehen die Optionen Acces und Trunk für die FastEthernet Ports zur Verfügung. Im Access Mode ist immer das
VLAN1 ausgewählt. Im Trunk Mode können Sie den FastEthernet Ports VLAN‑IDs zwischen 1‑4000, die Sie zuvor
erstellt haben, zuweisen.

5.5 Switch WLANMode
Einstellungen für den WLAN Typ können Sie an dieser Stelle machen. Dabei wird zwischen Access Point (AP) und
Station (STA) unterschieden. Zu erreichen unter Network > Switch WLAN Mode.

Name Beschreibung Standard
AP Access Point Modus AP
STA Client Modus

Wird alsWLAN TYP STA (für Station) gewählt, ändert sich das Menü unter Network. Es ist dannmöglich unter

3.2.3 WAN(STA) zu konfigurieren und unter 3.2.6.a WLAN Client nur einen Client für ein existierendes WLAN
einzurichten.
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5.6 WLAN Client
Wurde bei der Konfiguration des Switch WLAN Mode (s. 3.2.6.) als WLAN Type der Punkt STA ausgewählt, ist keine
Konfiguration eines WLAN mehr möglich. Sie können den TK 500 dann nur als WLAN Client konfigurieren. Das
funktioniert dann unter Network > WLAN Client.

Um den Router als WLAN Client zu konfigurieren, aktivieren Sie bitte Enable.

Tragen Sie nun die Daten ein, um den TK500mit einem existierenden WLAN zu verbinden.

5.7 Link Backup
Mit dieser Option werden Verbindungen zwischen Funk‑WAN und Ethernet‑WAN gesichert. Fällt ein WAN aus, wird
vomTK500das jeweils andereautomatischverwendet. SiekönnendiesunterNetwork>LinkBackupkonfigurieren.
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Name Beschreibung Standard
Enable Den Service für Verbindungs‑Backup aktivieren Deaktiviert
Main Link Auswahl von WAN, Dialup und WAN(STA) als Haupt‑WANmöglich WAN
ICMP Detection
Server

ICMP kann eine Verbindung zu einem bestimmten Ziel sicherstellen Leer

ICMP Detection
Interval

Zeitintervall zwischen ICMP‑Paketen 10

ICMP Detection
Timeout

Zeitüberschreitung für die einzelnen ICMP‑Pakete 3
(Sekunden)

ICMP Detection
Retries

War keine Wiederholung der ICMP‑Erkennung erfolgreich, wird die Backup‑
Verbindung angewählt

3

Backup Link Backup‑Verbindung auswählen Dialup
Backup Mode Hot Backup / Cold Backup Hot

Backup

5.8 VRRP
Das Virtual Router Redundancy Protocol (VRRP) ist ein Verfahren zur Steigerung der Verfügbarkeit wichtiger
Gateways in lokalenNetzendurch redundanteRouter.MehrerephysischeRouterwerden zueiner logischenGruppe
zusammengefasst. Diese Gruppe von Routern präsentiert sich im Netzwerk nun als ein logischer virtueller Router.
Hierzu wird dem logischen Router eine virtuelle IP‑Adresse und eine virtuelle MAC‑Adresse zugeordnet. Einer der
Router innerhalb der Gruppe wird als der virtuelle Master‑Router definiert, dieser bindet daraufhin die virtuelle
MAC‑ und die virtuelle IP‑Adresse an sein Netzwerkinterface und informiert die anderen Router der Gruppe, die als
virtuelle Backup‑Router agieren. Diese Funktion können Sie unter Services > VRRP einrichten.
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Die TK500 Serie bietet die Möglichkeit zwei unterschiedliche VRRP (VRRP I und VRRP II) Gruppen zu bilden.
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Name Beschreibung Standard
Enable VRRP‑I Zum Aktivieren von VRRP

auswählen
Deaktiviert

Group ID Gruppen‑ID für Router
auswählen (Bereich 1‑255)

1

Priority Priorität für Router auswählen
(Bereich 1 ‑ 254)

20 (je größer die Zahl, desto höher die Priorität)

Advertisement
Interval

Anzeigenintervall festlegen 60 Sekunden

Virtual IP Virtuelle IP für die Gruppe
festlegen

Leer

Authentication
Type

Optional: Typ „None/Password
Authentication“

None. Wenn Password Authentication gewählt ist, kann
ein Kennwort vergeben werden

Virtual MAC Virtuelle MAC Adresse Deaktiviert
Monitor Überprüfen der WAN

Verbindung
None

Enable VRRP‑II Zum Aktivieren von VRRP
auswählen

Deaktiviert

Group ID Gruppen‑ID für Router
auswählen (Bereich 1‑255)

2

Priority Priorität für Router auswählen
(Bereich 1 ‑ 254)

10 (je größer die Zahl, desto höher die Priorität)

Advertisement
Interval

Anzeigenintervall festlegen 60 Sekunden

Virtual IP Virtuelle IP für die 2. Gruppe
festlegen

Leer

Authentication
Type

Optional: Typ „None/Password
Authentication“

None. Wenn Password Authentication gewählt ist, kann
ein Kennwort vergeben werden

Virtual MAC Virtuelle MAC Adresse Deaktiviert
Monitor Überprüfen der WAN

Verbindung
None

5.9 IP Passthrough
Hier können Sie die WAN IP an ein Gerät vergeben, das an einem LAN Port angeschlossen ist.
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Nur ein Geät kann diese IP‑Adresse erhalten und auf das Internet zugreifen. Der LAN‑Anschluss sollte vom Typ
Static sein. Die Funktion funktioniert nicht mit einem Link Backup.

5.10 Static Route
Hier ist das Hinzufügen von statischen Routen möglich. Statische Routen liefern Ihrem Router zusätzliche
Routinginformationen. Unter normalen Umständen verfügt der Router über ausreichende Informationen, wenn er
für den Internetzugang konfiguriert wurde, und es müssen keine weiteren statischen Routen konfiguriert werden.
Statische Routen müssen nur in Ausnahmefällen festgelegt werden, z. B. wenn Ihr Netzwerk mehrere Router oder
IP‑Subnetze enthält. Sie können statische Routen unter Network > Static Route hinzufügen, indem Sie den Add
Button anklicken.

Name Beschreibung Standard
Destination IP‑Adresse des Ziels festlegen Leer
Netmask Subnetzmaske des Ziels festlegen 255.255.255.0
Gateway Gateway des Ziels festlegen Leer
Interface Optionaler LAN/WAN‑Portzugriff auf Ziel Leer
Description Frei wählbarer Name für die statische Route Leer

5.11 OSPF
Open Shortest Path First bezeichnet ein von der IETF entwickeltes Link‑State‑Routing‑Protokoll.

Es handelt sich um ein Protokoll für dynamisches Routing in IP‑Netzen. Dynamisches Routing erkennt
Veränderungen im Netzwerk selbständig, indem sich die Router untereinander austauschen. Die Routingtabellen
passen sich dynamisch der jeweiligen Situation an.

Optimale Wege zu einem Ziel lassen sich auf Basis verschiedener Eigenschaften und Metriken wie die Anzahl
der Hops, die Bandbreite, die Auslastung eines Links oder konfigurierte Kosten bestimmen. Ausfälle einzelner
Verbindungen werden erkannt und binnen kurzer Zeit alternative Wege berechnet.
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6 Services
Im Rahmen der Serviceeinstellungen konfigurieren Sie den DHCP‑Dienst, die DNS‑Weiterleitung, VRRP und andere
zugehörige Parameter.

6.1 DHCP Service
Das Dynamic Host Configuration Protocol (DHCP) ist ein Kommunikationsprotokoll in der Netzwerktechnik. Es
ermöglicht die Zuweisung der Netzwerkkonfiguration an Clients durch einen Server. So können Geräten im
Netzwerk dynamisch IP‑Adressen zugewiesen werden. Sie erreichen diesen Dienst unter Services > DHCP Service.

Name Beschreibung Standard
Enable DHCP Klicken, um DHCP zu aktivieren Aktiviert
IP Pool Starting Address Start‑IP‑Adresse des DHCP‑Pools festlegen 192.168.2.2
IP Pool Ending Address End‑IP‑Adresse des DHCP‑Pools festlegen 192.168.2.100
Lease Gültige Lease‑Time für die vom DHCP‑Server

erhaltene IP‑Adresse festlegen
60
Minuten

DNS DNS‑Server festlegen (klick über Edit) 192.168.2.1
Windows Name Server WINS festlegen Leer
Static DHCP (es können höchstens 20 IP‑
Adressen festgelegt werden)
MAC Address MAC‑Adresse einer vorgesehenen IP‑Adresse

festlegen
Leer

IP Address Statische IP‑Adresse festlegen 192.168.2.2
Host Hostnamen festlegen Leer
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6.2 DNS
Hier können bis zu zwei DNS Server eingetragen werden, wenn der Router Teil eines Domänen‑Netzwerks ist, das
DNS zur Adressauflösung nutzt. Sie können die Daten unter Network > DNS eintragen.

Name Beschreibung Standard
Primary DNS Primären DNS festlegen Leer
Secondary DNS Sekundären‑DNS festlegen Leer

6.3 DNS Relay
Wenn DNS‑Relay aktiviert ist (standardmäßig, wenn DHCP eingerichtet ist), wird den DHCP‑Clients die IP‑Adresse
des Routers als DNS‑Server zugeteilt. Alle DNS‑Anfragen an den Router werden an die DNS‑Server Ihres Internet‑
Diensteanbieters weitergeleitet. Wenn DNS‑Relay deaktiviert ist, werden den DHCP‑Clients vom Router die DNS‑
Server des Internet‑Diensteanbieters zugewiesen. Sie können diese Einstellungen über Services > DNS Relay
erreichen.

Mit dem Add Button können bis zu 20 DNS‑Paare angelegt werden.
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Name Beschreibung Standard
Enable DNS Relay Klicken, umDNS‑Weiterleitung

zu aktivieren
Aktiviert (nach
Aktivierung von DHCP)

Static (IP Address <‑> Domain Name) Pairing
(höchstens 20 DNS‑Paare)
IP Address IP‑Adresse <‑> DNS‑Paare

festlegen
Leer

Host Namen der IP‑Adresse<‑>DNS‑
Paare festlegen

Leer

Description IP‑Adresse<‑>DNS‑Paare
beschreiben

Leer

6.4 DDNS (Dynamic DNS)
DDNS oder auch dynamisches DNS wird genutzt, wenn der WAN‑Anschluss keine feste öffentliche IP‑Adresse hat,
aber dennoch von extern auf Dienste zugegriffen werden soll. Da sich bei einem normalen WAN‑Anschluss die IP‑
Adresse des Providers immerwieder ändern kann, ist ein gesicherter Aufbau z.B. eines VPN‑Tunnels nichtmöglich.
Daher nutzt man Anbieter von dynamischen DNS Servern, die dafür sorgen, dass Ihr WAN‑Anschluss immer über
die IP‑Adresse bekommt. Die Konfiguration erreichen Sie über Network > DDNS.

Name Beschreibung Standard
Current Address Aktuelle IP‑Adresse anzeigen Leer
Service Type DDNS‑Anbieter auswählen Deaktiviert

Es gibt diverse Einstellungsmöglichkeiten für diverse Anbieter von DDNS‑Diensten. Diese wählt man über den
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Service Type aus.

Als Beispiel für die Einrichtung dient hier No‑IP. Hierfür benötigen Sie einen No‑IP‑Account, den Sie sich selbst
anlegen müssen. Hier gibt es diverse Anbieter, die teilweise kostenlos, aber auch kostenpflichtig sind. Die
Zuordnung des Dynamischen DNS kann sowohl demWAN als auch dem Dialup‑Anschluß zugeordnet werden.
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Name Beschreibung Standard
Service Type DynDNS ‑ Dynamic disabled
URL http://www.dyndns.com/ gesetzt
Username Registrierter Benutzername für

DDNS Leer

Password Registriertes Kennwort für DDNS Leer
Hostname Registrierter Hostname für DDNS Leer
Wildcard Kann aktiviert werden, wennWildcard genutzt werden soll Deaktiviert
MX Eintragen eines MX‑Records Leer
Backup MX Kann aktiviert werden, wenn MX‑Record als Backup laufen soll Deaktiviert
Force Update Erzwingt die Aktualisierung des Accounts Deaktiviert
Last Update Zeigt an, wann die IP‑Adresse das letzte Mal geändert wurde

Last Response Zeigt an, wann das letzte Mal mit dem Service kommuniziert wurde

6.5 DTU
DTUsteht für Data TerminalUnit unddient dazu, Gerätemit serieller Schnittstelle (RS‑232undRS‑485) anzubinden.
Die Konfiguration können Sie unter Services > DTU erstellen. Wird DTU aktiviert, wird automatisch der Konsolen‑
Port deaktiviert.
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Name Beschreibung Standard
Enable Klicken, um DTU zu aktivieren Deaktiviert
DTU Protocol DTU‑Protokoll festlegen Transparent
Protocol Möglich sind die Optionen „TCP“ und „UDP“ UDP
Mode DTU als Client oder Server festlegen, je nach Auswahl des DTU Protocol

möglich
Client

Frame Interval Festlegen des Frame Intervalls in Millisekunden 100msec
Serial Buffer Frames Vorgabe der Buffer Frames 4
Multi‑Server Policy Auswahl zwischen Parallel und Poll Parallel
Min Reconnect
Interval

Minimum Verbindungsintervall 15 Sec

Max Reconnect
Interval

Maximales Verbindungsintervall 180 Sec

DTU ID Vorgabe einer ID für das DTU leer
Source IP IP‑Adresse des Quellrechners leer
DTU ID Report
Interval

Zeitintervall zum Senden der DTU ID 0

Source IP IP‑Adresse des Quellrechners leer
DTU ID Report
Interval

Zeitintervall zum Senden der DTU ID 0

Multi Server

IP‑Adresse IP‑Adresse für Empfang von Daten einrichten Leer
Server Port Serverport für Empfang von Daten einrichten Leer

Je nach Auswahl des DTU‑Protokolls können die Auswahlfelder variieren.

6.6 SMS
Der TK500 ist per SMS von außen erreichbar und reagiert auf verschiedene Befehle, die per SMS gesendet werden.
Sie haben dabei die Möglichkeit, den Status des Gerätes abzufragen oder das Gerät neu zu starten. Konfiguriert
wird der Router über Services > SMS.
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Name Beschreibung Standard
Enable Klicken, um SMS‑Kontrolle zu aktivieren oder zu deaktivieren Deaktiviert
Status
Query

Statusabfrage‑SMS festlegen, um den Status des Routers per SMS anzuzeigen (z. B.:
show status).

leer

Reboot Lässt den Router neu starten (z.B. reboot) leer
SMS
Access
Control
Default
Policy

Kontroll‑SMS von bestimmten Telefon blockieren (Block) oder akzeptieren (Accept) Accept

Phone
Number

Eingabe der Telefonnummern zum Senden von SMS an Router. Das Format für die
Mobilnummer lautet 491712345678 (bitte kein +49 oder 0049 eingeben)

leer

Action Einstellung von Zulassen (Accept) oder Blockieren (Block) der zuvor eingegebenen
Telefonnummer

Accept

Description Beschreibung für den angelegten Datensatz leer

Um eine SMS an den Router schicken zu können, muss die Mobilnummer der eingesetzten Karte bekannt sein. An
diese wird dann die SMS versendet.
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SMS, die Sie auf IhremMobiltelefon erhalten:

Host: (SN);

Uptime: (die Betriebszeit des Routers zum Zeitpunkt dieses Neustarts);

State: (Online/Offline) (Funk‑WAN‑IP)

LAN: (Bereit) (LAN‑IP)

6.7 Traffic Manager
Der Traffic Manager kann genutzt werden um den Datenverbrauch des Einwahl‑Verbindungsinterfaces zur
Verfügung zu stellen. Sie können diesen Dienst unter Services > Traffic Manager konfigurieren.

Name Beschreibung Standard
Enable Klicken, um SMS‑Kontrolle zu aktivieren oder zu deaktivieren Deaktiviert
Alarm
Threshold

Legt die Datenmenge in MB pro Monat fest zu der ein Alarm generiert werden soll.
Wird 0 als Wert gesetzt, wird kein Alarm generiert.

leer

Disconnect
Threshold

Wird der eingestellte Wert erreicht, wird die Einwahlverbindung unterbrochen. Leer

Welotec GmbH
ZumHagenbach 7
48366 Laer

www.welotec.com
info@welotec.com
+49 2554 9130 00

Page 52



Die genutzte Datenmenge kann jederzeit unter der Traffic Statistic nachgesehen werden (s. 3.8.3)

6.8 AlarmManager
Der Alarm Manager kann genutzt werden um verschiedene Alarme zu generieren. Sie können diesen Dienst unter
Services > AlarmManager konfigurieren.

Name Beschreibung Standard
Alarm Input Wählen Sie hier die Bereiche aus, für die ein Alarm generiert werden soll keiner
Alarm
Output

Hier könnenSiewählen, obdie Alarmeüber die Konsole ausgegebenwerden sollen
oder nicht.

ausgewählt
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7 Firewall
Über den Menüpunkt Firewall können Sie die Parameter für die Firewall des Routers festlegen. Hier sind
verschiedene Einstellungenmöglich.

7.1 Basic
Hier können die Basis‑Einstellungen der Firewall konfiguriert werden.

Name Beschreibung Standard
Default Filter Policy Möglich sind die Optionen „Accept“ und „Block“, also zulassen oder

blockieren
Zulassen

Block Anonymous WAN
Request (ping)

Aktivieren um Ping‑Anforderungen, die Anonym aus dem Netz
generiert werden, zu blocken

Deaktiviert

Filter Multicast Klicken, um Filtern von Multicast zu aktivieren Aktiviert
Defend DoS Attack Klicken, um Abwehren von DoS‑Angriffen zu aktivieren Aktiviert

7.2 Filtering
An dieser Stelle kann gefiltert werden, was die Firewall durchlassen soll und was nicht. Hier sind verschiedene
Konfigurationenmöglich, die Sie über Firewall > Filtering erreichen können.
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Name Beschreibung Standard
Enable Klicken, um das Filtering zu aktivieren Aktiviert
Proto Auswahl des Protokolls. Möglich sind die Optionen „TCP“/“UDP“/„ICMP“ All
Source Quell‑IP‑Adresse festlegen Leer
Source Port Quell‑Port festlegen, wenn entsprechendes Protokoll gewählt wurde Leer
Destination Ziel‑IP festlegen Leer
Destination Port Ziel‑Port festlegen, wenn entsprechendes Protokoll gewählt wurde Leer
Action Auswahl, ob Einstellung erlaubt (Accept) oder geblockt (Block) werden soll Erlaubt
Log Klicken, um das Loggen der Einstellung zu aktivieren Deaktiviert
Description Konfiguration beschreiben Leer

7.3 Content Filtering
DerContentFilter inderFirewall erlaubtesdenAufruf speziellerURL´s zu filtern,diedanngeblocktoder zugelassen
werden können. Die Konfiguration können Sie unter Firewall > Content Filtering erstellen.

Name Beschreibung Standard
Enable Aktivieren oder deaktivieren der Content Filterfunktion Aktiviert
URL Eintragen der zu sperrenden bzw. filternden URL Leer
Action Auswahl ob URL geblockt (Block) oder erlaubt (Accept) wird Erlaubt
Log Kann zum Loggen aktiviert werden Deaktiviert
Description Konfiguration beschreiben Leer

7.4 Port Mapping
NAT‑PMP (NAT Port Mapping) ermöglicht es einem Computer, in einem privaten Netzwerk (hinter einem NAT‑
Router) den Router automatisch so zu konfigurieren, dass Geräte hinter dem Router von außerhalb des privaten
Netzwerks erreichbar sind. Es regelt im Wesentlichen das sogenannte Port Forwarding. NAT‑PMP, wie UPnP auch,
und ermöglicht es einem Programm, alle von außen ankommenden Daten auf einem bestimmten TCP‑ oder UDP‑
Port anzufordern. Die Konfiguration können Sie unter Firewall > Port Mapping durchführen.
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Name Beschreibung Standard
Enable Portzuordnung aktivieren oder deaktivieren Aktiviert
Proto Auswahl der Protokolle TCP, UDP oder TCP&UDP TCP
Source Quell‑IP eintragen 0.0.0.0/0
Service Port Port des Dienstes eintragen 8080
Internal Address Interne IP für Zuordnung festlegen Leer
Internal Port Portzuordnung auf „intern“ festlegen 8080
Log Klicken, um Protokollierung der Portzuordnung zu aktivieren Deaktiviert
External Address
(Optional) / Tunnel Name
(OpenVPN)

Wird in Verbindung mit VPN genutzt. Für die Portweiterleitung mit
VPN muss hier die Virtuelle VPN IP Adresse des TK‑Routers eingetragen
werden.

Leer

Description Bedeutung der einzelnen Zuordnungen beschreiben Leer

7.5 Virtual IP Mapping
Die IP eines internen PCs kann einer virtuellen IP zugeordnet werden. Über diese virtuelle IP‑Adresse kann ein
externes Netzwerk auf den internen PC zugreifen. Sie können diese Konfiguration unter Firewall > Virtual IP
Mapping einrichten.

Name Beschreibung Standard
Virtual IP for Router Virtuelle IP für Router festlegen Leer
Source IP Range Bereich von Quell‑IP‑Adressen festlegen Leer
Virtual IP Virtuelle IP festlegen Leer
Real IP Reale IP festlegen Leer
Log Protokollierung für virtuelle IP aktivieren Deaktiviert
Description Konfiguration beschreiben Leer
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7.6 DMZ
Eine Demilitarized Zone (DMZ, auch ent‑ oder demilitarisierte Zone) bezeichnet ein Computernetzwerk mit
sicherheitstechnisch kontrollierten Zugriffsmöglichkeiten auf die daran angeschlossenen Server.

Die in der DMZ aufgestellten Systeme werden durch eine oder mehrere Firewalls gegen andere Netze (z.B.
Internet, LAN) abgeschirmt. Durch diese Trennung kann der Zugriff auf öffentlich erreichbare Dienste gestattet und
gleichzeitig das interne Netz (LAN) vor unberechtigten Zugriffen von außen geschützt werden.

Der Sinn besteht darin, aufmöglichst sicherer Basis Dienste des Rechnerverbundes sowohl dem Internet (WAN) als
auch dem Intranet (LAN) zur Verfügung zu stellen.

Schutzwirkung entfaltet eine DMZ durch die Isolation eines Systems gegenüber zwei oder mehr Netzen.

Durch die Zuordnung aller Ports und des externen PCs können Sie auf alle Ports des mit dem TK500 verbundenen
Geräts zugreifen.

Mit dieser Funktion ist es nicht möglich, den Verwaltungsport des TK500 (z. B.: 80 TCP) dem Port des Geräts
zuzuordnen. UmPort 80weiterzuleiten, ändern Sie den Verwaltungsport des Routers unter System>Admin Access.

Name Beschreibung Standard
Enable DMZ Klicken, um DMZ zu aktivieren Deaktiviert
DMZ Host DMZ‑Host‑IP festlegen Leer
Source Address Range IP‑Adresse mit eingeschränktem IP‑Zugriff festlegen Leer
Interface Auswahl des entsprechenden Interfaces Leer
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7.7 MAC‑IP Bundling
MAC IP Bundling bedeutet, einer definierten MAC‑Adresse eine vorgegebene IP‑Adresse zuzuweisen. Somit
bekommt die vorgegebene MAC‑Adresse immer die gleiche IP‑Adresse. Sie erreichen diesen Menüpunkt unter
Firewall > MAC‑IP Bundling.

Wird durch eine Firewall der gesamte Zugriff auf das externe Netzwerk blockiert, erhalten nur PCs mit MAC‑IP
Bundling Zugriff auf das externe Netzwerk.

Name Beschreibung Standard
MAC Address MAC‑Adresse für Bündelung festlegen Leer
IP Address IP‑Adresse für Bündelung festlegen 192.168.2.2
Description Konfiguration beschreiben Leer

7.8 NAT
Network Address Translation (NAT) Network Address Translation ist in Rechnernetzen der Sammelbegriff für
Verfahren, die automatisiert Adressinformationen in Datenpaketen durch andere ersetzen, um verschiedeneNetze
zu verbinden. Daher kommen sie typischerweise auf routern zum Einsatz.

7.8.1 Verwendung von Source‑NAT (SNAT)
Es ermöglicht Geräten mit privaten Netzwerkadressen, eine Verbindung ins Internet aufzubauen. Private IP‑
Adressen können üblicherweise nicht vom Provider geroutet werden, daher müssen diese in eine öffentliche,
routbare IP‑Adresse übersetzt werden. Der TK500v2 hat diese Funktion implementiert, wodurch eine
Kommunikation zwischen verschiedenen Netzen ermöglicht wird. Außerdem findet sich im NAT ein relevanter
Sicherheitsaspekt, da eine öffentliche IP‑Adresse nicht auf die dazugehörige private IP‑Adresse zurückgeführt
werden kann.

7.8.2 Verwendung von Destination‑NAT (DNAT)
Dies wird eingesetz, um Servicedienste, die auf Computern betrieben werden, unter einer einzigen IP‑Adresse
anzubieten. Häufig wird es als Port‑Mapping oder Port‑Forwarding bezeichnet.
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7.8.3 Konfiguration
• Zur Konfiguration von NAT geht man über den Menüpunkt Firewall in den unterpunkt NAT

• Hier findet sich eine Auflistung aller vorhandenen NAT‑Regeln

• Über den Add Button können neue NAT‑Regeln hinzugefügt werden
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8 QoS
QoS beschreibt in der TCP/IP‑Welt die Güte eines Kommunikationsdienstes aus Sicht des Anwenders. Dabei wird
häufig die Netzwerk‑Service‑Qualität anhand der Parameter Bandbreite, Verzögerung, Paketverluste und Jitter
definiert.

DieNetzbelastung beeinflusst dabei dieQualität der Übertragung.Wie lange dauert es z.B. bis ein Datenpaket beim
Empfänger ankommt? Deshalb wird versucht Datenpakete mit entsprechenden Diensteklassen zu kennzeichnen.
Priorisierte Datenpakete werden in Routern oder Switchen dann bevorzugt weitergeleitet. In der TK 500 Serie
ist es daher möglich die Bandbreiten entsprechend zu begrenzen und zuzuordnen. Sie können dies über „QoS“
einrichten.

8.1 IP BW Limit
Unter dem Menüpunkt QoS > IP BW Limit können Sie die Down‑ bzw. Upload Bandbreite beschränken und an IP‑
Adressen binden, sowie diese dann priorisieren.

Name Beschreibung Standard
Enable Zum Aktivieren klicken Deaktiviert
Download Bandwith Festlegen der Bandbreite für den Download 1000kbit/s
Upload Bandwith Festlegen der Bandbreite für den Upload 1000kbit/s
Interface Auswahl des Interfaces demdieBandbreite zugeordnetwerden soll Cellular
Host DownloadBandwidth

Enable Aktivieren der Funktion Aktiviert
IP Adresse Angabe der IP‑Adresse für die Zuordnung Leer
Guaranteed Rate (kbit/s) Angabe der garantierten Bandbreite in kbit/s 1000
Priority Zuweisung der Priorität Medium
Description Beschreibung der Regel Leer
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9 VPN
Bei einem VPN (Virtuelles privates Netzwerk) handelt es sich um ein geschlossenes logisches Netzwerk, bei dem
die Teilnehmer räumlich voneinander getrennt, über einen IP‑Tunnel verbunden sind. Mit diesem VPN kann man
von unterwegs oder dem Home‑Office auf ein lokales Netzwerk zugreifen, z.B. dem Firmennetzwerk. Dazu wird
eine VPN‑Software benötigt, die sowohl mit dem Router des Netzwerks kommuniziert als auch auf dem Computer
installiert ist, mit dem Sie auf das Netzwerk zugreifenmöchten. Es gibt verschiedene Arten von VPN‑Verbindungen
(Tunnel), die unter diesemMenüpunkt bei der TK 500 Serie konfiguriert werden können.

Übersicht über die vorhandenen VPN‑Verbindungen. Mit Add kann ein neuer Tunnel erstellt werden, siehe 3.6.2.

9.1 IPSec Settings
In diesemMenüpunkt konfigurieren Sie die Einstellungen für das IPSec. Zu erreichen über VPN > IPSec Settings.
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Name Beschreibung Standard
Enable NAT‑Traversal (NATT) Zum Aktivieren klicken Deaktiviert
Keep alive time interval of NATT Festlegen der Dauer für die Aufrechterhaltung des NATT 60 Seconds
Enable Compression Komprimierung ein‑ bzw. ausschalten Aktiviert
Debug Debugmodus ein‑ bzw. ausschalten Deaktiviert
Enable Aktivieren der Funktion Aktiviert
Force NATT NATT forcieren ein‑ bzw. ausschalten Deaktiviert
Dynamic NATT Port Ein‑ bzw. ausschalten eines dynamischen NATT Ports Deaktiviert

Die Adressänderung über NATwird von einem VPN‑Gateway als sicherheitskritische Veränderung der Datenpakete
gewertet, die VPN‑Verhandlung scheitert, es kommt keine Verbindung zustande. Diese Probleme treten z.B. bei der
Einwahl über manche UMTS‑Mobilfunknetze auf, bei denen die Server des Netzbetreibers die Adress‑Umsetzung
in Verbindungmit IPSec‑basierten VPNs nicht unterstützen.

Um in diesen Fällen eine VPN‑Verbindung erfolgreich aufbauen zu können, steht mit NATT (NAT Traversal) ein
Verfahren bereit, diese Probleme bei der Behandlung von Datenpaketenmit geänderten Adressen zu überwinden.

NATT kann nur bei VPN‑Verbindungen eingesetzt werden, die zur Authentifizierung ESP (Encapsulating Security
Payload) verwenden. ESP berücksichtigt im Gegensatz zu AH (Authentication Header) bei der Ermittlung des
Hashwertes zur Authentifizierung nicht den IP‑Header der Datenpakete. Der vomEmpfänger berechnete Hashwert
entspricht daher dem in den Paketen eingetragenen Hashwert

9.2 IPSec Tunnels
Über VPN > IPSec Tunnels können Sie einen entsprechenden Tunnel einrichten.
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Auf dieser Seite werden die webbasierten Parameter für den TK500 vorgestellt.

Name Beschreibung Standard
Show Advanced Options Klicken, um erweiterte Optionen zu aktivieren Deaktiviert
Basic Parameters
Tunnel Name Name für den Tunnel IPSec_tunnel_1
Destination Address Zieladresse des IPSec‑VPN‑Servers festlegen Leer
Startup Modes Mögliche Modi sind „Auto Activate“/ „Triggered by Data“/„Passive“/„Manually Activated“ Aktiviert
Restart WAN when failed WAN Interface wird bei fehlgeschlagenem Tunnelaufbau neu gestartet. Aktiviert
Negotiation Mode Optional: „Main Mode“ oder „Aggressive Mode“ Main Mode
IPSec Protocol Optional: „ESP“ oder „AH“ ESP
IPSec Mode Optional: „Tunnel Mode“ oder „Transport Mode“ Tunnel Mode

Fortsetzung auf der nächsten Seite
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Tab. 1 – Fortsetzung der vorherigen Seite
Name Beschreibung Standard
VPN over IPSec L2TP oder GRE over IPSec None
Tunnel Type Auswahlfeld für div. Einstellungsmöglichkeiten Subnet ‑ Subnet Mode
Local Subnet Geschütztes IPSec‑Subnetz festlegen (Lokal) 192.168.2.1
Local Netmask Geschützte IPSec‑Subnetzmaske festlegen (Lokal) 255.255.255.0
Remote Subnet Geschütztes IPSec‑Subnetz festlegen (Remote) 0.0.0.0
Remote Netmask Geschützte IPSec‑Subnetzmaske festlegen (Remote) 255.255.255.0

Phase 1 Parameters
IKE Policy Multiauswahlliste für die Policy 3DES‑MD5‑96
IKKE Lifetime IKE‑Gültigkeitsdauer festlegen 86400 Sekunden
Local ID Type Auswahl von „FQDN“; „USERFQDN“ oder „IP‑Adresse“ möglich IP Address
Remote ID Type Auswahl von „IP‑Adress“; „USERFQDN“; oder „FQDN“möglich IP Adress
Authentication Type Auswahl von „Shared Key“ oder „Certificate“ möglich Shared Key
Key (bei Auswahl des Authentifizierungstyps „Shared Key“ IPSec‑Schlüssel für VPN‑Verhandlung festlegen Leer

XAUTH Parameters
XAUTHMode XAUTH Aktivieren Deaktiviert
XAUTH Username XAUTH Username Leer
XAUTH Password XAUTH Password Leer
MODECFG MODECFG aktivieren Deaktiviert

Phase 2 Parameters
IPSec Policy Multi‑Auswahlliste für die Policy 3DES‑MD5‑96
IPSec Lifetime IPSec‑Gültigkeitsdauer festlegen 3600 Sekunden
Perfect Forward Secrecy (PFS) Optional: „Disable“; „GROUP1“; „Group2“; „Group5“ Deaktiviert (Erweiterte Optionen aktivieren)

Link Detection Parameters
DPD Time Interval DPD Zeitintervall festlegen 60 Sekunden
DPD Timeout DPD Zeitüberschreitung festlegen 180 Sekunden
ICMP Detection Server Server für ICMP‑Erkennung festlegen Leer
ICMP Detection Local IP Lokale IP für ICMP‑Erkennung festlegen Leer
ICMP Detection Interval Intervall für ICMP‑Erkennung festlegen 60 Sekunden
ICMP Detection Timeout Timeout für ICMP‑Erkennung festlegen 5 Sekunden
ICMP Detection Max Retries Höchstanzahl der Wiederholungen für ICMP‑Erkennung festlegen 10

9.3 GRE Tunnels
Das Generic Routing Encapsulation (GRE) ist ein Netzwerkprotokoll, das von der Firma Cisco entwickelt wurde und
im RFC 1701 definiert ist. Über GRE können andere Protokolle eingepackt und so in einem IP‑Tunnel transportiert
werden. GRE verwendet das IP Protokoll 47, der GRE‑Header ist wie folgt aufgebaut:
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Ein GRE‑Paket setzt sich also aus einem IP‑Header, einem GRE‑Header und der eigentlichen Nutzlast zusammen.
Einrichten können Sie diesen GRE Tunnel unter VPN > GRE Tunnels.

Name Beschreibung Standard
Enable Zum Aktivieren klicken Aktiviert
Tunnel Name Namen für GRE‑Tunnel festlegen tun0
Local Virtual IP Lokale virtuelle IP festlegen 0.0.0.0
Peer Address Peer‑Adresse festlegen 0.0.0.0
Remote Virtual IP Virtuelle‑IP festlegen des Remote Netzwerks festlegen 0.0.0.0
Remote Subnet Address Remote‑Subnetzadresse festlegen 0.0.0.0
Remote Subnet Netmask Remote‑Subnetzmaske festlegen 255.255.255.0
Key Schlüssel für die Verschlüsselung des Tunnels festlegen Leer
NAT Klicken, um NAT‑Funktion zu aktivieren Deaktiviert
Description Beschreibung hinzufügen Leer

9.4 L2TP Clients
Layer 2 Tunneling Protocol (L2TP) ist ein Netzwerkprotokoll, das Frames von Protokollen der Sicherungsschicht
des OSI‑Modells durch Router zwischen zwei Netzwerken über ein IP‑Netz tunnelt. L2TP‑Router sowie die IP‑
Verbindungen zwischen diesen erscheinen als L2‑Switch. Der L2TP Client baut hier die Verbindung zum L2TP‑
Server auf. Sie erreichen die Konfiguration über VPN > L2TP Clients.

Durch klicken auf den Add‑Button startet man die Konfiguration des L2TP Clients.

Welotec GmbH
ZumHagenbach 7
48366 Laer

www.welotec.com
info@welotec.com
+49 2554 9130 00

Page 65



Welotec GmbH
ZumHagenbach 7
48366 Laer

www.welotec.com
info@welotec.com
+49 2554 9130 00

Page 66



Name Beschreibung Standard
Enable Aktiviert die Tunnel‑Einstellungen Aktiviert
Tunnel Name Namen für Tunnel festlegen L2TP_TUNNEL_1
L2TP Server Adresse des L2TP‑Server eintragen leer
Username Benutzername für Server festlegen Leer
Password Kennwort für Server festlegen Leer
L2TP Server Name Namen für Server festlegen l2tpserver
Startup Modes Modi für Start festlegen: „AutoActivated“, „TriggeredbyData“, „Manually

Activated“, „L2TPO‑ verIPSec“
Auto
Activated

Authentication Type Authentifizierungstyp festlegen: „CHAP“, „PAP“ CHAP
Enable Challenge
Secrets

Zum Aktivieren von geheimen Schlüsseln (Challenge) auswählen Deaktiviert

Challenge Secrets Wenn Enable Challenge Secrets aktiviert ist, kann hier der geheime
Schlüssel eingetragen werden

leer

Local IP Address Lokale IP‑Adresse festlegen Leer
Remote IP Address Remote‑IP‑Adresse festlegen Leer
Remote Subnet Remote‑Subnetz festlegen Leer
Remote Subnet
Netmask

Remote‑Subnetzmaske festlegen 255.255.255.0

Link Detection
Interval

Intervall für Verbindungserkennung festlegen 60

Max Retries for Link
Detection

Höchstanzahl derWiederholungen für Verbindungserkennung festlegen 5

Enable NAT Klicken, um NAT zu aktivieren Deaktiviert
MTU MTU‑Parameter festlegen 1500
MRU MRU‑Parameter festlegen 1500
Enable Debug Mode Klicken, um Debug‑Modus zu aktivieren Deaktiviert
Expert Options Expertenoptionen festlegen Leer

9.5 PPTP Clients
PPTP (Point to Point Tunneling Protocol) ist ein VPN‑Tunneling‑Verfahren für Remote‑Access‑Verbindungen. Es
baut auf den Remote Access Server für MicrosoftWindowsNT inklusive der Authentisierung auf. Ein PPTP‑Client ist
nicht nur in Windows, sondern auch in Linux undMacOS integriert. Richten Sie unter VPN > PPTP Clients den PPTP
Client ein.

Zur Einrichtung eines neuenPPTPClients klickenSie auf denAddButton. UmDetails zu einembereits bestehenden
PPTP Client einzusehen, klicken Sie bitte auf den ShowDetail Status Button. Wenn Sie auf den Add Button geklickt
haben, können Sie folgende Konfigurationseinstellungenmachen.
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Name Beschreibung Standard
Enable Zum Aktivieren klicken Aktiviert
Tunnel Name Der Name für den Tunnel (automatisch gesetzt) PPTP_tunnel_1
PPTP Server Adresse für PPTP‑Server festlegen Leer
Username Benutzername für Server festlegen Leer
Password Kennwort für Server festlegen Leer
Startup Mode: Modi für Start festlegen „Auto Activated“, „Triggered by Data“,

„Manually Activated“
Auto
Activated

Authentication Type Authentifizierungstyp festlegen: „PAP“, „CHAP“, „MS‑CHAPv1“, „MS‑
CHAPv2“

Auto

Local IP Address Lokale IP‑Adresse festlegen Leer
Remote IP Address Remote‑IP‑Adresse festlegen Leer
Remote Subnet Remote‑Subnetz festlegen Leer
Remote Subnet Net‑
mask

Remote‑Subnetzmaske festlegen 255.255.255.0

Link Detection Interval Intervall für Verbindungserkennung festlegen 60
Max Retries for Link
Detection

Höchstanzahl der Wiederholungen für Verbindungserkennung
festlegen

5

Enable NAT Klicken, um NAT zu aktivieren Leer
Enable MPPE Klicken, umMPPE (MicrosoftPoint toPoint Encryption) zuaktivieren Leer
Enable MPPC Klicken, um MPPC (Microsoft Point to Point Compression) zu

aktivieren
Leer

MTU MTU‑Parameter festlegen 1500
MRU MRU‑Parameter festlegen 1500
Enable Debug Mode Klicken, um Debug‑Modus zu aktivieren Leer
Expert Options Nur für Welotec R&D Leer

9.6 OpenVPN Tunnels
OpenVPN ist eine freie Software zum Aufbau eines Virtuellen Privaten Netzwerkes (VPN) über eine verschlüsselte
TLS‑Verbindung. Zur Verschlüsselung wird die Bibliothek OpenSSL benutzt. OpenVPN verwendet wahlweise UDP
oder TCP zum Transport.

OpenVPN steht unter der GNUGPLundunterstützt Betriebssysteme,wie z.B. Linux,Windows, iOS und eine Vielzahl
von angepassten Linux‑basierten Endgeräten, wie z.B. Router der Serien TK 500 und TK 800.

Wählen Sie auf der Konfigurationsseite des TK500 die Optionen VPN > Open VPN Tunnels, wie unten gezeigt:
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Klicken Sie auf Add, um einen neuen OpenVPN‑Tunnel hinzuzufügen. Mit Show Detail Status können Sie sich den
Status eines bereits konfigurierten OpenVPN Tunnels ansehen.
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Name Beschreibung
Tunnel name Vorgegeben
Enable Diese Konfiguration aktivieren
Mode „Client“ oder „Server“ Modus wählen
Protocol Auswahl des Protokolls „UDP“ oder „TCP“
Port Standard Port für OpenVPN ist 1194
OPENVPN Server IP oder DNS des OpenVPN‑Servers
Authentication Type Auswahl des Authentifizierungstyps. Je nach Auswahl stehen

unterschiedliche Felder zur Verfügung
Pre‑shared Key Bei Auswahl Pre shared Key, gemeinsamen Schlüssel oder TLS‑AUTH

statisches Kennwort festlegen
Remote Subnet, Remote Netmask Statische Route des Routers festlegen, immer in Richtung Subnetz des

Peers
Username/Password Bei Auswahl User/Password werden in diesen Feldern die

entsprechenden Daten eingegeben
Link Detection Interval, Link Detec‑
tion Timeout

Immer Standard verwenden

Renegotiate Interval Immer Standard verwenden
Enable NAT NAT‑Modus festlegen, zwischenzeitlich wird Routing‑Modus deaktiviert
Enable LZO LZO‑Komprimierung aktivieren
Encryption Algorithms Verschlüsselungs‑Algorithmus festlegen, muss mit Server

übereinstimmen
MTU Immer Standard verwenden, 1500
Max Fragment Size Maximale Größe einzelner Pakete
Debug Level Auswahl der Debug Ausgaben im Log
Interface Type TUN / TAP
Expert Options (Expert Only) Weitere OpenVPN Befehle (nur für erfahrene Benutzer)

9.7 OpenVPN Advanced
Diese Konfigurationsseite wird nur für den OpenVPN‑Server verwendet und stellt erweiterte Funktionen zur
Verfügung. Sie können diesen Punkt erreichen über VPN > OpenVPN Advanced.
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Name Beschreibung
Enable Client‑to‑Client (Server
Mode Only)

Clientzugriff auf andere Clients ermöglichen

Client Management

Enable Aktivieren der Funktion
Tunnel Name Tunnelname des Clients
Username/Common Name Benutzername (Verwendung des Modus „Username/Password“) oder

allgemeiner Name in CA (CA‑Modus)
Client IP Angabe der Client IP‑Adresse
Local Static Route Subnetz des Clients
Remote Static Route Subnetz des Servers

CA kann nur vom PC des Kunden erstellt werden, nicht vom TK500.

9.8 Certificate Management
Unter dem Menüpunkt VPN > Certificate Management können Sie die Zertifikate einbinden, die Sie für Ihre VPN‑
Verbindungen nutzenmöchten. Ebenfalls können Sie bereits existierende Zertifikate exportieren.
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Name Beschreibung Standard
Enable SCEP Zum Aktivieren klicken

Protect Key Festlegen eines Schlüssels zum Schutz der Zertifikate Leer
Protect Key Confirm Bestätigen des Schlüssels zum Schutz der Zertifikaten Leer
Import/Export CA
Certificate

CA‑Zertifikat importieren oder exportieren Leer

Import/Export Certificate
(CRL)

CRL Zertifikat importieren oder exportieren Leer

Import/Export Public Key
Certifi‑ cate

Zertifikat für öffentlichen Schlüssel importieren/ exportieren Leer

Import/Export PrivateKey
Certificate

Zertifikat für privaten Schlüssel importieren oder exportieren Leer

Import/Export PKCS12 PKCS12 (Privater Schlüssel und X.509 Zertifikat) importieren
oder exportieren

Leer

Durchsuchen Über Durchsuchen wird die jeweilige Datei ausgewählt und
kann dann importiert werden

Keine Datei aus‑
gewählt
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10 Tools
Die Tools sind nützliche Werkzeuge und umfassen PING‑Erkennung, Trace Route, Tests der
Verbindungsgeschwindigkeit usw.

10.1 PING
Wählen Sie den Punkt Tools > Pingwenn Sie testen möchten, ob eine Verbindung ins Netzwerk/Internet besteht.

Name Beschreibung Standard
Host Ziel für PING Leer
Ping Count Anzahl der PINGs festlegen 4 Mal
Packet Size Paketgröße für PING festlegen 32 Byte
Expert Options Erweiterte Parameter Leer

10.2 Traceroute
Traceroute (tracert) ermittelt, über welche Router und Internet‑Knoten IP‑Datenpakete bis zum abgefragten
Rechner gelangen. Die Daten können Sie unter Tools > Traceroute eingeben.
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Name Beschreibung Standard
Host Ziel für Trace Route Leer
Max Hops Höchstanzahl der Hops festlegen 20
Time Out Zeitüberschreitung festlegen 3 Sekunden
Protocol Optional: „ICMP“/„UDP“ UDP
Expert Options Erweiterte Parameter Leer

10.3 Link Speed Test
Test der Verbindungsgeschwindigkeit über Upload oder Download. Diesen Bereich wählen Sie bitte über „Tools >
Link Speed Test.

Über den Button Browse können Sie eine entsprechende Datei vom Rechner hochladen. Die Datei sollte zwischen
10 und 2000MB groß sein. Nach Auswahl der Datei klicken Sie auf den Upload Button. Das Resultat wird dann
angezeigt
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10.4 TCPDUMP
Die Funktion TCPDUMP liest Daten in Form von Paketen, die über das Netzwerk gesendet werden, und stellt diese
auf dem Bildschirm dar oder speichert sie in Dateien.
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11 Application
Der Menüpunkt „Application“ wird momentan nicht supportet.

11.1 SMART‑EMS
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12 Status
Unter „Status“ erhalten Sie Informationen zu System,Modem, Netzwerkverbindungen, Routingtabelle, Geräteliste
und Protokoll.

12.1 System
Wählen Sie aus demMenü Status > System um Informationen über Ihr System abzurufen.

Auf dieser Seite wird der Status des Systems angezeigt, u. a. Informationen zum Namen, Modelltyp, zur aktuellen
Version usw.

12.2 Modem
Prüfen Sie den Status Ihres Modems unter Status > Modem.

Hier können Sie den Status des Modems einschließlich der Signalstärke anzeigen.
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12.3 Traffic Statistics
Wenn Sie den Datenverbrauch der SIM‑Karte im TK500 ansehen möchten, dann können Sie dies unter Status >
Traffic Statistics.

Hier sehen Sie die Daten, die Monatlich, täglich und Stündlich empfangen bzw. übermittelt wurden. Über den
Button „Clear“ können Sie die Einträge auf 0 zurücksetzen.

12.4 Alarm
Überprüfen Sie die vom TK500 generierten Alarme, die z.B. unter 3.3.7. im Alarm Manager angelegt wurden. Sie
können diesen Menüpunkt unter Status > Alarm aufrufen.

In diesem Beispiel wurde dasmonatliche Limit der SIM‑Karte erreicht. Über den Button „Clear All Alarms“ können
Sie alle Alarmmeldungen löschen und mit „Confirm All Alarms“ bestätigen Sie, dass Sie den Alarm zur Kenntnis
genommen haben.
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12.5 WLAN
Über Status >WLAN können Sie alleWLAN‑Netze einsehen, die sich im Empfangsbereich des TK500 befinden. Dazu
muss die Funktion WLAN im TK500 aktiviert sein (s. 3.2.6)

12.6 Network Connections
Über Status > Network Connections können Sie sich einen Überblick über die Netzwerk‑Verbindungen des TK500
verschaffen.

Hier sehen Sie auf einen Blick die Netzwerkverbindungen über WAN, Dialup oder LAN.
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12.7 Route Table
Wenn Sie einen Überblick über die Routingtabelle im TK500 haben möchten, wählen Sie aus dem Menü Status >
Route Table.

Nach Aufruf sehen Sie die Routingtabelle des TK500.

12.8 Device List

Unter demMenüpunkt Status >Device Listwerden Ihnen alle Geräte angezeigt, diemit demTK500 verbunden sind.

Überblick über die mit dem TK500 verbundenen Geräte.

12.9 Log
Dokumentation der System‑Ereignisse (Logs) des TK500. Diesen Bereich erreichen Sie unter Status > Log.
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Auf dieser Seite wird das Systemprotokoll angezeigt, das hier heruntergeladen werden kann.

Es kann vorkommen, dass Probleme nicht sofort diagnostiziert und behoben werden können. In diesen Fällen
bitten wir Sie, das Diagnoseprotokoll an Welotec zu senden. Klicken Sie dazu auf „Download System Diagnosing
Data“, und schicken Sie uns das Protokoll mit einer Fehlerbeschreibung dann an support@welotec.com

12.10 Third Party Software
Hier sind die Softwarebestimmungen und Lizenzen von allen Drittanbietern aufgeführt, die imZusammenhangmit
der Routerserie TK500 stehen.
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13 Technische Daten

13.1 Geräteeigenschaften

Eigenschaft Wert

Abmessungen (B x H x T) 35 x 127 x 108,2 mm
Betriebsspannung 230 V AC auf 12 V – 24 V DC
Zulassung CE‑konform

13.2 Umgebungsbedingungen

Eigenschaft Wert

Einsatztemperaturbereich ‑15 bis +70 °C
Luftfeuchtigkeit 5 ‑ 95 %, nicht kondensierend
Erschütterungen IEC 60068‑2‑27
Freier Fall IEC 60068‑2‑32
Vibration IEC 60068‑2‑6

13.3 Funkfrequenzen
13.3.1 Funkfrequenzen LTE Europa

FrequenzFrequenzbereich und Sendeleistung Router

Band
1

Frequenzbereich Down: 2110 MHz – 2170 MHz Frequenzbereich Up: 1920
MHz – 1980 MHz Max. Sendeleistung: 200 mW

TK525U, TK525L,
TK525L W, TK525W

Band
3

Frequenzbereich Down: 1805 MHz – 1880 MHz Frequenzbereich Up: 1710
MHz – 1785 MHz Max. Sendeleistung: 200 mW

TK525U, TK525L,
TK525L‑W, TK525W

Band
7

Frequenzbereich Down: 2620 MHz – 2690 MHz Frequenzbereich Up: 2500
MHz – 2570 MHz Max. Sendeleistung: 200 mW

TK525U, TK525L,
TK525L‑W, TK525W

Band
8

Frequenzbereich Down: 925MHz – 960MHz Frequenzbereich Up: 880MHz –
915 MHz Max. Sendeleistung: 200 mW

TK525U, TK525L,
TK525L‑W, TK525W

Band
20

Frequenzbereich Down: 791MHz – 821MHz Frequenzbereich Up: 832MHz –
862 MHz Max. Sendeleistung: 200 mW

TK525U, TK525L,
TK525L W, TK525W

Band
28

Frequenzbereich Down: 703MHz – 748MHz Frequenzbereich Up: 758MHz –
803 MHz Max. Sendeleistung: 200 mW

TK525U, TK525L,
TK525L‑W, TK525W
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13.3.2 Funkfrequenzen UMTS Europa

FrequenzFrequenzbereich und Sendeleistung Router

Band
1

Frequenzbereich Down: 2110 MHz – 2170 MHz Frequenzbereich Up: 1920
MHz – 1980 MHz Max. Sendeleistung: 251 mW

TK525U, TK525L,
TK525L‑W, TK525W

Band
8

Frequenzbereich Down: 925MHz – 960MHz Frequenzbereich Up: 880MHz –
915 MHz Max. Sendeleistung: 251 mW

TK525U, TK525L,
TK525L‑W, TK525W

13.3.3 Funkfrequenzen GSM Europa

FrequenzFrequenzbereich und Sendeleistung Router

GSM
900

Frequenzbereich Down: 925 MHz – 960 MHz Frequenzbereich Up: 880 MHz
– 915 MHz Max. Sendeleistung: 1995 mW

TK525U, TK525L,
TK525L‑W, TK525W

GSM
1800

Frequenzbereich Down: 1805 MHz – 1880 MHz Frequenzbereich Up: 1710
MHz – 1785 MHz Max. Sendeleistung: 40 mW

TK525U, TK525L,
TK525L‑W, TK525W

13.3.4 Funkfrequenzen LTE Asien

Frequenz Frequenzbereich und Sendeleistung Router

Band 1 Frequenzbereich Down: 1920 MHz – 1980 MHz Frequenzbereich Up: 2110
MHz – 2170 MHz Max. Sendeleistung: 200 mW

TK525U, TK525L,
TK525L‑W, TK525W

Band 3 Frequenzbereich Down: 1805 MHz – 1880 MHz Frequenzbereich Up: 1710
MHz – 1785 MHz Max. Sendeleistung: 200 mW

TK525U, TK525L,
TK525L‑W, TK525W

Band 7 Frequenzbereich Down: 2620 MHz – 2690 MHz Frequenzbereich Up: 2500
MHz – 2570 MHz Max. Sendeleistung: 200 mW

TK525U, TK525L,
TK525L‑W, TK525W

Band 38
China

Frequenzbereich Down: 2570 MHz – 2620 MHz Frequenzbereich Up: n.b.
Max. Sendeleistung: 200 mW

TK525U, TK525L,
TK525L‑W, TK525W

Band 40
China

Frequenzbereich Down: 2300 MHz – 2400 MHz Frequenzbereich Up: n.b.
Max. Sendeleistung: 200 mW

TK525U, TK525L,
TK525L‑W, TK525W

Band 41
China

Frequenzbereich Down: 2496 MHz – 2690 MHz Frequenzbereich Up: n.b.
Max. Sendeleistung: 200 mW

TK525U, TK525L,
TK525L‑W, TK525W

13.4 Funkfrequenzen UMTS Asien

FrequenzFrequenzbereich und Sendeleistung Router

Band
1

Frequenzbereich Down: 2110 MHz – 2170 MHz Frequenzbereich Up: 1920
MHz – 1980 MHz Max. Sendeleistung: 251 mW

TK525U, TK525L,
TK525L‑W, TK525W

Band
8

Frequenzbereich Down: 925MHz – 960MHz Frequenzbereich Up: 880MHz –
915 MHz Max. Sendeleistung: 251 mW

TK525U, TK525L,
TK525L‑W, TK525W
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13.4.1 Funkfrequenzen GSM Asien

FrequenzFrequenzbereich und Sendeleistung Router

GSM
900

Frequenzbereich Down: 925MHz – 960MHz Frequenzbereich Up: 880 MHz –
915 MHz Max. Sendeleistung: 1995 mW

TK525U, TK525L,
TK525L‑W, TK525W

GSM
1800

Frequenzbereich Down: 1805 MHz – 1880 MHz Frequenzbereich Up: 1710
MHz – 1785 MHz Max. Sendeleistung: 1000 mW

TK525U, TK525L,
TK525L‑W, TK525W

13.4.2 Funkfrequenzen UMTS Global

FrequenzFrequenzbereich und Sendeleistung Router

Band
1

Frequenzbereich Down: 2110 MHz – 2170 MHz Frequenzbereich Up: 1920
MHz – 1980 MHz Max. Sendeleistung: 251 mW

TK525U, TK525L,
TK525L‑W, TK525W

Band
8

Frequenzbereich Down: 925MHz – 960MHz Frequenzbereich Up: 880MHz –
915 MHz Max. Sendeleistung: 251 mW

TK525U, TK525L,
TK525L‑W, TK525W

13.4.3 Funkfrequenzen GSM Global

FrequenzFrequenzbereich und Sendeleistung Router

GSM
850

Frequenzbereich Down: 869MHz – 894MHz Frequenzbereich Up: 824 MHz –
849 MHz Max. Sendeleistung: 1995 mW

TK525U, TK525L,
TK525L‑W, TK525W

GSM
1900

Frequenzbereich Down: 1930 MHz – 1990 MHz Frequenzbereich Up: 1850
MHz – 1910 MHz Max. Sendeleistung: 1000 mW

TK525U, TK525L,
TK525L‑W, TK525W

13.4.4 FunkfrequenzenWLAN

Frequenz Frequenzbereich und Sendeleistung Router

2,4 GHz Frequenzbereich: 2400 MHz – 2483,5 MHz Max. Sendeleistung: 40 mW TK525L‑W
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14 Support
Senden Sie bei Problemen mit der Installation und dem Betrieb eine E‑Mail an folgende Adresse:
support@welotec.com
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15 OSS Clearings
Thecopyrights for certainportionsof theSoftwaremaybeownedor licensedbyother thirdparties (“ThirdParty
Software”) and used and distributed under license.The Third Party Notices includes the acknowledgements,
notices and licenses for the Third Party Software. The Third Party Notices can be viewed via the Web
Interface.The Third Party Software is licensed according to the applicable Third Party Software license
notwithstanding anything to the contrary in this Agreement. The Third Party Software contains copyrighted
software that is licensed under the GPL/LGPL or other copyleft licenses. Copies of those licenses are included
in the Third Party Notices.Welotec’s warranty and liability for Welotec’s modification to the software shown
below is the same as Welotec’s warranty and liability for the product this Modifications come along with. It
is described in your contract with Welotec (including General Terms and Conditions) for the product.You may
obtain the complete Corresponding Source code from us for a period of three years after our last shipment of
the Software by sending a request letter to:
Welotec GmbH, ZumHagenbach 7, 48366 Laer, Germany
Please include “Source for Welotec TK500” and the version number of the software in the request letter. This
offer is valid to anyone in receipt of this information.

bridge‑utils

V1.0.4

Copyright (C) 2000 Lennert Buytenhek

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation, version 2 of the License. This program is distributed by
the holder of the Copyright in the hope that it will be useful, but WITHOUT ANY WARRANTY by the holder of the
Copyright; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

License: GPLv2 (See below)

Busybox

V1.26.2

Copyright (C) 1998‑2017 Erik Andersen, Rob Landley, Denys Vlasenkoand others.

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation, version 2 of the License. This program is distributed by
the holder of the Copyright in the hope that it will be useful, but WITHOUT ANY WARRANTY by the holder of the
Copyright; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

License: GPLv2 (See below)

c‑ares

V1.16.0

Copyright 1998 by the Massachusetts Institute of Technology.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the „Software“), to deal in the Software without restriction, including without limitation the
rights to use, copy,modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the following conditions:
The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.
THE SOFTWARE IS PROVIDED „AS IS“, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
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NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

License: MIT (See below)

conntrack‑tools

V1.0.0

Copyright © 2008 Pablo Neira Ayuso

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation, version 2 of the License. This program is distributed by
the holder of the Copyright in the hope that it will be useful, but WITHOUT ANY WARRANTY by the holder of the
Copyright; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

License: GPLv2 (See below)

libnetfilter_conntrack

V0.9.1

Copyright (C) 2005‑2010 Pablo Neira Ayuso

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation, version 2 of the License. This program is distributed by
the holder of the Copyright in the hope that it will be useful, but WITHOUT ANY WARRANTY by the holder of the
Copyright; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

License: GPLv2 (See below)

libnfnetlink

V1.0.0

Copyright (C) (C) 2001‑2005 Netfilter Core Team

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation, version 2 of the License. This program is distributed by
the holder of the Copyright in the hope that it will be useful, but WITHOUT ANY WARRANTY by the holder of the
Copyright; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

License: GPLv2 (See below)

curl

V7.63.0

Copyright (c) 1996 ‑ 2018, Daniel Stenberg, <daniel@haxx.se>.

License: CURL (See below)

dnsmasq

V2.81

Copyright (c) 2000‑2020 Simon Kelley

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation, version 2 of the License. This program is distributed by
the holder of the Copyright in the hope that it will be useful, but WITHOUT ANY WARRANTY by the holder of the
Copyright; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

License: GPLv2 (See below)
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dropbear

V2020.81

Copyright (c) 2002,2003 Matt Johnston

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the „Software“), to deal in the Software without restriction, including without limitation the
rights to use, copy,modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the following conditions:
The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.
THE SOFTWARE IS PROVIDED „AS IS“, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

License: MIT (See below)

ez‑ipupdate

V3.0.11b7

Copyright (C) 1998 Angus Mackay.

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation, version 2 of the License. This program is distributed by
the holder of the Copyright in the hope that it will be useful, but WITHOUT ANY WARRANTY by the holder of the
Copyright; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

License: GPLv2 (See below)

iproute2

V2.6.11

Copyright (C) 2004 by Harald Welte <laforge@gnumonks.org>

Copyright 2001 by Robert Olsson <robert.olsson@its.uu.se>

Copyright (C)2005 USAGI/WIDE Project

Copyright (c) 1996 by Internet Software Consortium

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation, version 2 of the License. This program is distributed by
the holder of the Copyright in the hope that it will be useful, but WITHOUT ANY WARRANTY by the holder of the
Copyright; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

License: GPLv2 (See below)

iptables

V1.6.2

Copyright (c) 2000‑2001 Netfilter Core Team

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation, version 2 of the License. This program is distributed by
the holder of the Copyright in the hope that it will be useful, but WITHOUT ANY WARRANTY by the holder of the
Copyright; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

License: GPLv2 (See below)
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ebtables

V2.0.10‑4

Copyright (C) 1999 Paul Rusty Russell & Michael J. Neuling

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation, version 2 of the License. This program is distributed by
the holder of the Copyright in the hope that it will be useful, but WITHOUT ANY WARRANTY by the holder of the
Copyright; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

License: GPLv2 (See below)

jansson

V2.12

Copyright (c) 2009‑2016 Petri Lehtinen <petri@digip.org>

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the „Software“), to deal in the Software without restriction, including without limitation the
rights to use, copy,modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the following conditions:
The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.
THE SOFTWARE IS PROVIDED „AS IS“, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

License: MIT (See below)

libevent

V2.1.8

Copyright (c) 2000‑2007 Niels Provos <provos@citi.umich.edu>

Copyright (c) 2007‑2012 Niels Provos and Nick Mathewson

THIS SOFTWARE IS PROVIDED „AS IS“ ANDWITHOUT ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

License: BSD (See below)

libpcap_noring

V0.9.4

Copyright (C) The Internet Society (2004).

Copyright (c) 2000 Torsten Landschoff <torsten@debian.org>

THIS SOFTWARE IS PROVIDED „AS IS“ ANDWITHOUT ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

License: BSD (See below)

linux

V3.10.14

Copyright (C) 1991 ‑ 2013 Linus Torvalds and others
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This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation, version 2 of the License. This program is distributed by
the holder of the Copyright in the hope that it will be useful, but WITHOUT ANY WARRANTY by the holder of the
Copyright; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

License: GPLv2 (See below)

matrixssl

V3.8.7b‑OPEN

Copyright (c) 2013‑2016 INSIDE Secure Corporation

Copyright (c) PeerSec Networks, 2002‑2011

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation, version 2 of the License. This program is distributed by
the holder of the Copyright in the hope that it will be useful, but WITHOUT ANY WARRANTY by the holder of the
Copyright; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

License: GPLv2 (See below)

ncurses

V5.6

Copyright 2001 by Pradeep Padala

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the „Software“), to deal in the Software without restriction, including without limitation
the rights to use, copy, modify, merge, publish, distribute, distribute with modifications, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to the following
conditions:
The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.
THE SOFTWARE IS PROVIDED „AS IS“, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE ABOVE COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES
OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
Except as contained in this notice, the name(s) of the above copyright holders shall not be used in advertising or
otherwise to promote the sale, use or other dealings in this Software without prior written authorization.

License: MIT‑X11 (See below)

net‑snmp

V5.4.1

Copyright 1989, 1991, 1992 by Carnegie Mellon University

Copyright 1996, 1998‑2000 The Regents of the University of California

Copyright (c) 2001‑2003, Networks Associates Technology, Inc

Copyright 2003 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara,

Copyright (c) 2003‑2006, Sparta, Inc

Copyright (c) 2004, Cisco, Inc and Information Network

Copyright (c) Fabasoft R&D Software GmbH & Co KG, 2003

Various copyrights apply to this package, listed in various separate parts below. Pleasemake sure that you read all
the parts.
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—‑ Part 1: CMU/UCD copyright notice: (BSD like) —–
Copyright 1989, 1991, 1992 by Carnegie Mellon University
Derivative Work ‑ 1996, 1998‑2000
Copyright 1996, 1998‑2000 The Regents of the University of California
All Rights Reserved
Permission to use, copy, modify and distribute this software and its documentation for any purpose and without
fee is hereby granted, provided that the above copyright notice appears in all copies and that both that copyright
notice and this permission notice appear in supporting documentation, and that the name of CMU and The
Regents of the University of California not be used in advertising or publicity pertaining to distribution of the
software without specific written permission.
CMU AND THE REGENTS OF THE UNIVERSITY OF CALIFORNIA DISCLAIM ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL CMU
ORTHEREGENTSOF THEUNIVERSITYOF CALIFORNIA BE LIABLE FORANY SPECIAL, INDIRECTORCONSEQUENTIAL
DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM THE LOSS OF USE, DATA OR PROFITS, WHETHER IN
AN ACTIONOF CONTRACT, NEGLIGENCE OROTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTIONWITH
THE USE OR PERFORMANCE OF THIS SOFTWARE.
—‑ Part 2: Networks Associates Technology, Inc copyright notice (BSD) —–
Copyright (c) 2001‑2003, Networks Associates Technology, Inc
All rights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:
* Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.
* Redistributions in binary formmust reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.
* Neither the name of the Networks Associates Technology, Inc nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written permission.
THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS „AS IS“ AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
—‑ Part 3: Cambridge Broadband Ltd. copyright notice (BSD) —–
Portions of this code are copyright (c) 2001‑2003, Cambridge Broadband Ltd.
All rights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:
* Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.
* Redistributions in binary formmust reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.
* The name of Cambridge Broadband Ltd. may not be used to endorse or promote products derived from this
software without specific prior written permission.
THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER „AS IS“ AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITEDTO, PROCUREMENTOFSUBSTITUTEGOODSORSERVICES; LOSSOFUSE, DATA,ORPROFITS;ORBUSINESS
INTERRUPTION) HOWEVER CAUSED ANDONANY THEORYOF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
—‑ Part 4: Sun Microsystems, Inc. copyright notice (BSD) —–
Copyright © 2003 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara, California 95054, U.S.A. All rights
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reserved.
Use is subject to license terms below.
This distribution may include materials developed by third parties.
Sun, Sun Microsystems, the Sun logo and Solaris are trademarks or registered trademarks of Sun Microsystems,
Inc. in the U.S. and other countries.
Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:
* Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.
* Redistributions in binary formmust reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.
* Neither the name of the Sun Microsystems, Inc. nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.
THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS „AS IS“ AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
—‑ Part 5: Sparta, Inc copyright notice (BSD) —–
Copyright (c) 2003‑2009, Sparta, Inc
All rights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:
* Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.
* Redistributions in binary formmust reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.
* Neither the name of Sparta, Inc nor the names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.
THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS „AS IS“ AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
—‑ Part 6: Cisco/BUPTNIC copyright notice (BSD) —–
Copyright (c) 2004, Cisco, Inc and Information Network Center of Beijing University of Posts and
Telecommunications.
All rights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:
* Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.
* Redistributions in binary formmust reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.
* Neither the name of Cisco, Inc, Beijing University of Posts and Telecommunications, nor the names of their
contributorsmay be used to endorse or promote products derived from this softwarewithout specific prior written
permission.
THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS „AS IS“ AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
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CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
—‑ Part 7: Fabasoft R&D Software GmbH & Co KG copyright notice (BSD) —–
Copyright (c) Fabasoft R&D Software GmbH & Co KG, 2003 oss@fabasoft.com
Author: Bernhard Penz
Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:
* Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.
* Redistributions in binary formmust reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.
* The name of Fabasoft R&D Software GmbH & Co KG or any of its subsidiaries, brand or product names may not
be used to endorse or promote products derived from this software without specific prior written permission.
THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER „AS IS“ AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITEDTO, PROCUREMENTOFSUBSTITUTEGOODSORSERVICES; LOSSOFUSE, DATA,ORPROFITS;ORBUSINESS
INTERRUPTION) HOWEVER CAUSED ANDONANY THEORYOF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
—‑ Part 8: Apple Inc. copyright notice (BSD) —–
Copyright (c) 2007 Apple Inc. All rights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:
1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.
2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.
3. Neither the name of Apple Inc. („Apple“) nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.
THIS SOFTWARE IS PROVIDED BY APPLE AND ITS CONTRIBUTORS „AS IS“ AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL APPLE OR ITS CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
—‑ Part 9: ScienceLogic, LLC copyright notice (BSD) —–
Copyright (c) 2009, ScienceLogic, LLC
All rights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:
* Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.
* Redistributions in binary formmust reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.
* Neither the name of ScienceLogic, LLC nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.
THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS „AS IS“ AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
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CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

License: BSD (See below)

openssl

V1.0.2u

Copyright (c) 1998‑2017 The OpenSSL Project

Copyright (c) 1995‑1998 Eric A. Young, Tim J. Hudson

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT „AS IS“ AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS
BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA,
OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

License: OpenSSL (See below)

strongswan

V5.9.0

Copyright (C) 1994‑2017 Free Software Foundation, Inc

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation, version 2 of the License. This program is distributed by
the holder of the Copyright in the hope that it will be useful, but WITHOUT ANY WARRANTY by the holder of the
Copyright; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

License: GPLv2 (See below)

openvpn

V2.5.2

Copyright (C) 2002‑2010 OpenVPN Technologies, Inc. <sales@openvpn.net>

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation, version 2 of the License. This program is distributed by
the holder of the Copyright in the hope that it will be useful, but WITHOUT ANY WARRANTY by the holder of the
Copyright; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

License: GPLv2 (See below)

WireGuard for Linux

V1.0.20220627

Copyright (C) 2015‑2019 Jason A. Donenfeld . All Rights Reserved.

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation, version 2 of the License. This program is distributed by
the holder of the Copyright in the hope that it will be useful, but WITHOUT ANY WARRANTY by the holder of the
Copyright; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

Welotec GmbH
ZumHagenbach 7
48366 Laer

www.welotec.com
info@welotec.com
+49 2554 9130 00

Page 95

mailto:sales@openvpn.net


License: GPLv2 (See below)

pppd

V2.4.7

Copyright © 1984‑2000 Carnegie Mellon University. All rights reserved.

Copyright © 1993‑2004 Paul Mackerras. All rights reserved.

Copyright © 1995 Pedro Roque Marques. All rights reserved.

Copyright © 1995 Eric Rosenquist. All rights reserved.

Copyright © 1999 Tommi Komulainen. All rights reserved.

Copyright © Andrew Tridgell 1999

Copyright © 2000 by Sun Microsystems, Inc. All rights reserved.

Copyright © 2001 by Sun Microsystems, Inc. All rights reserved.

Copyright © 2002 Google, Inc. All rights reserved.

The copyright notices contain the following statements.
Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:
1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.
2. Redistributions inbinary formmust reproduce theabovecopyrightnotice, this list of conditionsand the following
disclaimer in the documentation and/or other materials provided with the distribution.
3. The name „Carnegie Mellon University“ must not be used to endorse or promote
products derived from this software without
prior written permission. For permission or any legal
details, please contact
Office of Technology Transfer
Carnegie Mellon University
5000 Forbes Avenue
Pittsburgh, PA 15213‑3890
(412) 268‑4387, fax: (412) 268‑7395
tech‑transfer@andrew.cmu.edu
3b. The name(s) of the authors of this softwaremust not be used to endorse or promote products derived from this
software without prior written permission.
4. Redistributions of any formwhatsoever must retain the following acknowledgments:
„This product includes softwaredevelopedbyComputing Services at CarnegieMellonUniversity (http://www.cmu.
edu/computing/).“
„This product includes software developed by Paul Mackerras „.
„This product includes software developed by Pedro Roque Marques „.
„This product includes software developed by Tommi Komulainen „.
CARNEGIE MELLON UNIVERSITY DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE, INCLUDING ALL
IMPLIEDWARRANTIESOFMERCHANTABILITYANDFITNESS, INNOEVENTSHALLCARNEGIEMELLONUNIVERSITYBE
LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING
FROMLOSSOFUSE, DATAORPROFITS,WHETHER IN ANACTIONOFCONTRACT, NEGLIGENCEOROTHERTORTIOUS
ACTION, ARISING OUT OF OR IN CONNECTIONWITH THE USE OR PERFORMANCE OF THIS SOFTWARE.
THE AUTHORS OF THIS SOFTWARE DISCLAIM ALL WARRANTIES WITH REGARD TO THIS SOFTWARE, INCLUDING
ALL IMPLIEDWARRANTIES OFMERCHANTABILITY AND FITNESS, IN NO EVENT SHALL THE AUTHORS BE LIABLE FOR
ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS
OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION,
ARISING OUT OF OR IN CONNECTIONWITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

License: BSD (See below)

rp‑pppoe
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V3.8

Copyright (C) 2001‑2006 Roaring Penguin Software Inc.

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation, version 2 of the License. This program is distributed by
the holder of the Copyright in the hope that it will be useful, but WITHOUT ANY WARRANTY by the holder of the
Copyright; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

License: GPLv2 (See below)

telnetcpcd

V1.09

Copyright (c) 2002,2003 Thomas J Pinkl

THIS SOFTWARE IS PROVIDED „AS IS“ AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL Thomas J Pinkl OR HIS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED ANDONANY THEORYOF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

License: Telnetcpcd Public License, Version 1.0 (See below)

uboot

V1.1.3

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation, version 2 of the License. This program is distributed by
the holder of the Copyright in the hope that it will be useful, but WITHOUT ANY WARRANTY by the holder of the
Copyright; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

License: GPLv2 (See below)

vrrpd

V0.4

Copyright (C) The Internet Society (1998).

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation, version 2 of the License. This program is distributed by
the holder of the Copyright in the hope that it will be useful, but WITHOUT ANY WARRANTY by the holder of the
Copyright; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

xl2tpd

V1.3.10

Copyright (C)1998 Adtran, Inc.

Copyright (C) 2002 Jeff McAdams

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation, version 2 of the License. This program is distributed by
the holder of the Copyright in the hope that it will be useful, but WITHOUT ANY WARRANTY by the holder of the
Copyright; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.
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License: GPLv2 (See below)

zlib

V1.2.11

Copyright (C) 1995‑2003 Mark Adler

Copyright (C) 1995‑2017 Jean‑loup Gailly & Mark Adler.

This software is provided ‚as‑is‘, without any express or impliedwarranty. In no eventwill the authors be held liable
for any damages arising from the use of this software.

netcat

V0.7.1

Copyright (C) 2002 ‑ 2004 Giovanni Giacobbi

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation, version 2 of the License. This program is distributed by
the holder of the Copyright in the hope that it will be useful, but WITHOUT ANY WARRANTY by the holder of the
Copyright; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

License: GPLv2 (See below)

libexecinfo

V0.7.1

Copyright (c) 2003 Maxim Sobolev

THIS SOFTWARE IS PROVIDED „AS IS“ ANDWITHOUT ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

License: BSD (See below)

masscan

V1.0.6

Copyright (c) 2013 Robert David Graham

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation, version 3 of the License. This program is distributed by
the holder of the Copyright in the hope that it will be useful, but WITHOUT ANY WARRANTY by the holder of the
Copyright; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

License: GPLv3 (See below)

tcpdump

V4.9.3

Copyright (c) 2001 Seth Webster and others

THIS SOFTWARE IS PROVIDED „AS IS“ ANDWITHOUT ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

License: BSD (See below)

mosquitto

V1.6.9

Copyright (c) 2009‑2020 Roger Light
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License: EPLv1.0EDLv1.0 (See below)

gdbm

V1.14.1

Copyright (c) 2016 ‑ 2018 Sergey Poznyakoff <gray@gnu.org>

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation, version 3 of the License. This program is distributed by
the holder of the Copyright in the hope that it will be useful, but WITHOUT ANY WARRANTY by the holder of the
Copyright; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

License: GPLv3 (See below)

gmp

V6.2.0

Copyright 1991, 1993‑2016, 2018 Free Software Foundation, Inc.

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation, version 3 of the License. This program is distributed by
the holder of the Copyright in the hope that it will be useful, but WITHOUT ANY WARRANTY by the holder of the
Copyright; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

License: GPLv3 (See below)

15.1 MIT License
Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the “Software”), to deal in the Software without restriction, including without limitation the
rights to use, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the The above copyright notice and this permission
notice shall be included in all copies or substantial portions of the Software.
THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

15.2 BSD 3‑Clause License
Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:
1) Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.
2) Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.
3) Neither the name of the ORGANIZATION nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.
THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUTNOT LIMITEDTO, PROCUREMENTOFSUBSTITUTEGOODSORSERVICES; LOSSOFUSE,
DATA,ORPROFITS;ORBUSINESS INTERRUPTION)HOWEVERCAUSEDANDONANYTHEORYOFLIABILITY,WHETHER
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IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

15.3 GPLv2 License
GNU GENERAL PUBLIC LICENSE
Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110‑1301, USA
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not
allowed.
Preamble
The licenses for most software are designed to take away your freedom to share and change it. By contrast, the
GNUGeneral Public License is intended to guarantee your freedom to share and change free software–tomake sure
the software is free for all its users. This General Public License applies to most of the Free Software Foundation’s
software and to any other program whose authors commit to using it. (Some other Free Software Foundation
software is covered by the GNU Lesser General Public License instead.) You can apply it to your programs, too.
Whenwe speak of free software,we are referring to freedom, not price. Our General Public Licenses are designed to
make sure that you have the freedom to distribute copies of free software (and charge for this service if you wish),
that you receive source code or can get it if you want it, that you can change the software or use pieces of it in new
free programs; and that you know you can do these things.
To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to
surrender the rights. These restrictions translate to certain responsibilities for you if you distribute copies of the
software, or if youmodify it.
For example, if you distribute copies of such a program, whether gratis or for a fee, youmust give the recipients all
the rights that you have. Youmustmake sure that they, too, receive or can get the source code. And youmust show
them these terms so they know their rights.
We protect your rightswith two steps: (1) copyright the software, and (2) offer you this licensewhich gives you legal
permission to copy, distribute and/or modify the software.
Also, for each author’s protection and ours, we want to make certain that everyone understands that there is no
warranty for this free software. If the software is modified by someone else and passed on, we want its recipients
to know that what they have is not the original, so that any problems introduced by others will not reflect on the
original authors‘ reputations.
Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that
redistributors of a free program will individually obtain patent licenses, in effect making the program proprietary.
To prevent this, we have made it clear that any patent must be licensed for everyone’s free use or not licensed at
all.
The precise terms and conditions for copying, distribution andmodification follow.
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION ANDMODIFICATION
0. This License applies to any program or other work which contains a notice placed by the copyright holder
saying it may be distributed under the terms of this General Public License. The “Program”, below, refers to any
such program or work, and a “work based on the Program” means either the Program or any derivative work
under copyright law: that is to say, a work containing the Program or a portion of it, either verbatim or with
modifications and/or translated into another language. (Hereinafter, translation is included without limitation in
the term “modification”.) Each licensee is addressed as “you”.
Activities other than copying, distribution and modification are not covered by this License; they are outside its
scope. The act of running the Program is not restricted, and the output from the Program is covered only if its
contents constitute a work based on the Program (independent of having been made by running the Program).
Whether that is true depends on what the Program does.
1. You may copy and distribute verbatim copies of the Program’s source code as you receive it, in any medium,
provided that you conspicuously and appropriately publish on each copy an appropriate copyright notice and
disclaimer of warranty; keep intact all the notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Program a copy of this License along with the Program.
Youmaychargea fee for thephysical actof transferringacopy, andyoumayat youroptionofferwarrantyprotection
in exchange for a fee.
2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the
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Program, and copy and distribute such modifications or work under the terms of Section 1 above, provided that
you also meet all of these conditions:
a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of
any change.
b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived from the
Program or any part thereof, to be licensed as a whole at no charge to all third parties under the terms of this
License.
c) If the modified program normally reads commands interactively when run, you must cause it, when started
running for such interactive use in the most ordinary way, to print or display an announcement including an
appropriate copyright notice and a notice that there is no warranty (or else, saying that you provide a warranty)
and that usersmay redistribute the programunder these conditions, and telling the user how to view a copy of this
License. (Exception: if the Program itself is interactive but does not normally print such an announcement, your
work based on the Program is not required to print an announcement.)
These requirements apply to themodifiedwork as awhole. If identifiable sectionsof thatwork arenot derived from
the Program, and can be reasonably considered independent and separateworks in themselves, then this License,
and its terms, do not apply to those sections when you distribute them as separate works. But when you distribute
the same sections as part of a whole which is a work based on the Program, the distribution of the whole must be
on the terms of this License, whose permissions for other licensees extend to the entire whole, and thus to each
and every part regardless of who wrote it.
Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather,
the intent is to exercise the right to control the distribution of derivative or collective works based on the Program.
In addition, mere aggregation of another work not based on the Program with the Program (or with a work based
on the Program) on a volume of a storage or distribution medium does not bring the other work under the scope
of this License.
3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable
form under the terms of Sections 1 and 2 above provided that you also do one of the following:
a) Accompany itwith the complete correspondingmachine‑readable source code,whichmust bedistributedunder
the terms of Sections 1 and 2 above on amedium customarily used for software interchange; or,
b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge nomore than
your cost of physically performing source distribution, a complete machine‑readable copy of the corresponding
sourcecode, tobedistributedunder the termsofSections1and2aboveonamediumcustomarilyused for software
interchange; or,
c) Accompany it with the information you received as to the offer to distribute corresponding source code. (This
alternative is allowed only for noncommercial distribution and only if you received the program in object code or
executable formwith such an offer, in accord with Subsection b above.)
The source code for a workmeans the preferred form of the work for makingmodifications to it. For an executable
work, complete source code means all the source code for all modules it contains, plus any associated interface
definition files, plus the scripts used to control compilation and installationof the executable. However, as a special
exception, the source code distributed need not include anything that is normally distributed (in either source
or binary form) with the major components (compiler, kernel, and so on) of the operating system on which the
executable runs, unless that component itself accompanies the executable.
If distributionof executable or object code ismadebyoffering access to copy fromadesignatedplace, thenoffering
equivalent access to copy the source code from the same place counts as distribution of the source code, even
though third parties are not compelled to copy the source along with the object code.
4. Youmay not copy,modify, sublicense, or distribute the Programexcept as expressly provided under this License.
Any attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will automatically
terminate your rights under this License. However, parties who have received copies, or rights, from you under
this License will not have their licenses terminated so long as such parties remain in full compliance.
5. You are not required to accept this License, since you have not signed it. However, nothing else grants you
permission tomodify or distribute theProgramor its derivativeworks. These actions areprohibitedby law if youdo
not accept this License. Therefore, by modifying or distributing the Program (or any work based on the Program),
you indicate your acceptance of this License to do so, and all its terms and conditions for copying, distributing or
modifying the Program or works based on it.
6. Each time you redistribute the Program (or anywork basedon the Program), the recipient automatically receives
a license from the original licensor to copy, distribute ormodify the Program subject to these terms and conditions.
You may not impose any further restrictions on the recipients‘ exercise of the rights granted herein. You are not
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responsible for enforcing compliance by third parties to this License.
7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited
to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict
the conditions of this License, they do not excuse you from the conditions of this License. If you cannot distribute
so as to satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a
consequence you may not distribute the Program at all. For example, if a patent license would not permit royalty‑
free redistribution of the Program by all those who receive copies directly or indirectly through you, then the only
way you could satisfy both it and this License would be to refrain entirely from distribution of the Program.
If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the
section is intended to apply and the section as a whole is intended to apply in other circumstances.
It is not the purpose of this section to induce you to infringe any patents or other property right claims or
to contest validity of any such claims; this section has the sole purpose of protecting the integrity of the free
software distribution system, which is implemented by public license practices. Many people havemade generous
contributions to the wide range of software distributed through that system in reliance on consistent application
of that system; it is up to the author/donor to decide if he or she is willing to distribute software through any other
system and a licensee cannot impose that choice.
This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.
8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by
copyrighted interfaces, theoriginal copyrightholderwhoplaces theProgramunder this Licensemayaddanexplicit
geographical distribution limitation excluding those countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates the limitation as if written in the body of this
License.
9. The Free Software Foundationmay publish revised and/or new versions of the General Public License from time
to time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new
problems or concerns.
Each version is given a distinguishing version number. If the Program specifies a version number of this License
which applies to it and “any later version”, you have the option of following the terms and conditions either of that
version or of any later version published by the Free Software Foundation. If the Programdoes not specify a version
number of this License, youmay choose any version ever published by the Free Software Foundation.
10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are
different, write to the author to ask for permission. For software which is copyrighted by the Free Software
Foundation, write to the Free Software Foundation; we sometimes make exceptions for this. Our decision will be
guided by the two goals of preserving the free status of all derivatives of our free software and of promoting the
sharing and reuse of software generally.
NOWARRANTY
11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO
THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT
HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE
PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.
12. INNOEVENTUNLESSREQUIREDBYAPPLICABLELAWORAGREEDTO INWRITINGWILLANYCOPYRIGHTHOLDER,
OR ANY OTHER PARTY WHOMAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE
TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA
BEINGRENDERED INACCURATEOR LOSSES SUSTAINEDBY YOUORTHIRDPARTIESORA FAILUREOF THEPROGRAM
TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.
END OF TERMS AND CONDITIONS
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15.4 GPLv3 License
GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007
Copyright (C) 2007 Free Software Foundation, Inc. <https://fsf.org/>
51 Franklin Street, Fifth Floor, Boston, MA 02110‑1301, USA
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not
allowed..
Preamble
The GNU General Public License is a free, copyleft license for software and other kinds of works.
The licenses for most software and other practical works are designed to take away your freedom to share and
change the works. By contrast, the GNU General Public License is intended to guarantee your freedom to share
and change all versions of a program–to make sure it remains free software for all its users. We, the Free Software
Foundation, use the GNUGeneral Public License formost of our software; it applies also to any otherwork released
this way by its authors. You can apply it to your programs, too.
When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed
tomake sure that you have the freedom to distribute copies of free software (and charge for them if youwish), that
you receive source code or can get it if you want it, that you can change the software or use pieces of it in new free
programs, and that you know you can do these things.
To protect your rights, we need to prevent others from denying you these rights or asking you to surrender the
rights. Therefore, you have certain responsibilities if you distribute copies of the software, or if you modify it:
responsibilities to respect the freedom of others.
Forexample, if youdistributecopiesof suchaprogram,whethergratisor fora fee, youmustpasson to the recipients
the same freedoms that you received. You must make sure that they, too, receive or can get the source code. And
youmust show them these terms so they know their rights.
Developers that use the GNU GPL protect your rights with two steps: (1) assert copyright on the software, and (2)
offer you this License giving you legal permission to copy, distribute and/or modify it.
For the developers‘ and authors‘ protection, theGPL clearly explains that there is nowarranty for this free software.
For both users‘ and authors‘ sake, the GPL requires that modified versions be marked as changed, so that their
problems will not be attributed erroneously to authors of previous versions.
Some devices are designed to deny users access to install or run modified versions of the software inside them,
although themanufacturer cando so. This is fundamentally incompatiblewith theaimofprotectingusers‘ freedom
to change the software. The systematic pattern of such abuse occurs in the area of products for individuals to use,
which is precisely where it is most unacceptable. Therefore, we have designed this version of the GPL to prohibit
the practice for those products. If such problems arise substantially in other domains, we stand ready to extend
this provision to those domains in future versions of the GPL, as needed to protect the freedom of users.
Finally, every program is threatened constantly by software patents. States should not allow patents to restrict
development and use of software on general‑purpose computers, but in those that do,wewish to avoid the special
danger that patents applied to a free programcouldmake it effectively proprietary. Toprevent this, theGPL assures
that patents cannot be used to render the program non‑free.
The precise terms and conditions for copying, distribution andmodification follow.
TERMS AND CONDITIONS
0. Definitions.
“This License” refers to version 3 of the GNU General Public License.
“Copyright” also means copyright‑like laws that apply to other kinds of works, such as semiconductor masks.
“The Program” refers to any copyrightable work licensed under this License. Each licensee is addressed as “you”.
“Licensees” and “recipients” may be individuals or organizations.
To “modify” aworkmeans to copy fromor adapt all or part of thework in a fashion requiring copyright permission,
other than the making of an exact copy. The resulting work is called a “modified version” of the earlier work or a
work “based on” the earlier work.
A “covered work” means either the unmodified Program or a work based on the Program.
To “propagate” a work means to do anything with it that, without permission, would make you directly or
secondarily liable for infringement under applicable copyright law, except executing it on a computer ormodifying
a private copy. Propagation includes copying, distribution (with or without modification), making available to the
public, and in some countries other activities as well.
To “convey” a work means any kind of propagation that enables other parties to make or receive copies. Mere
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interaction with a user through a computer network, with no transfer of a copy, is not conveying.
An interactive user interface displays “Appropriate Legal Notices” to the extent that it includes a convenient and
prominently visible feature that (1) displays an appropriate copyright notice, and (2) tells the user that there is no
warranty for thework (except to the extent thatwarranties areprovided), that licenseesmay convey theworkunder
this License, and how to view a copy of this License. If the interface presents a list of user commands or options,
such as a menu, a prominent item in the list meets this criterion.
1. Source Code.
The “source code” for a work means the preferred form of the work for making modifications to it. “Object code”
means any non‑source form of a work.
A “Standard Interface” means an interface that either is an official standard defined by a recognized standards
body, or, in the case of interfaces specified for a particular programming language, one that is widely used among
developers working in that language.
The “System Libraries” of an executablework include anything, other than thework as awhole, that (a) is included
in the normal formof packaging aMajor Component, butwhich is not part of thatMajor Component, and (b) serves
only to enable use of the work with that Major Component, or to implement a Standard Interface for which an
implementation is available to the public in source code form. A “Major Component”, in this context,means amajor
essential component (kernel, window system, and so on) of the specific operating system (if any) on which the
executable work runs, or a compiler used to produce the work, or an object code interpreter used to run it.
The “Corresponding Source” for a work in object code formmeans all the source code needed to generate, install,
and (for an executable work) run the object code and to modify the work, including scripts to control those
activities. However, it does not include thework’s System Libraries, or general‑purpose tools or generally available
free programs which are used unmodified in performing those activities but which are not part of the work. For
example, Corresponding Source includes interface definition files associated with source files for the work, and
the source code for shared libraries and dynamically linked subprograms that the work is specifically designed to
require, such as by intimate data communication or control flow between those subprograms and other parts of
the work.
The Corresponding Source need not include anything that users can regenerate automatically from other parts of
the Corresponding Source.
The Corresponding Source for a work in source code form is that same work.
2. Basic Permissions.
All rights granted under this License are granted for the term of copyright on the Program, and are irrevocable
provided the stated conditions are met. This License explicitly affirms your unlimited permission to run the
unmodified Program. The output from running a covered work is covered by this License only if the output, given
its content, constitutes a covered work. This License acknowledges your rights of fair use or other equivalent, as
provided by copyright law.
Youmaymake, runandpropagate coveredworks that youdonot convey,without conditions so longas your license
otherwise remains in force. You may convey covered works to others for the sole purpose of having them make
modifications exclusively for you, or provide you with facilities for running those works, provided that you comply
with the terms of this License in conveying all material for which you do not control copyright. Those thus making
or running the covered works for you must do so exclusively on your behalf, under your direction and control, on
terms that prohibit them frommaking any copies of your copyrightedmaterial outside their relationship with you.
Conveying under any other circumstances is permitted solely under the conditions stated below. Sublicensing is
not allowed; section 10 makes it unnecessary.
3. Protecting Users‘ Legal Rights From Anti‑Circumvention Law.
No covered work shall be deemed part of an effective technological measure under any applicable law fulfilling
obligations under article 11 of theWIPO copyright treaty adopted on 20 December 1996, or similar laws prohibiting
or restricting circumvention of suchmeasures.
When you convey a coveredwork, youwaive any legal power to forbid circumvention of technologicalmeasures to
the extent such circumvention is effected by exercising rights under this License with respect to the covered work,
and you disclaim any intention to limit operation or modification of the work as a means of enforcing, against the
work’s users, your or third parties‘ legal rights to forbid circumvention of technological measures.
4. Conveying Verbatim Copies.
You may convey verbatim copies of the Program’s source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish on each copy an appropriate copyright notice; keep intact all notices
stating that this License andanynon‑permissive termsadded in accordwith section7apply to the code; keep intact
all notices of the absence of any warranty; and give all recipients a copy of this License along with the Program.
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You may charge any price or no price for each copy that you convey, and you may offer support or warranty
protection for a fee.
5. Conveying Modified Source Versions.
Youmay convey a work based on the Program, or themodifications to produce it from the Program, in the form of
source code under the terms of section 4, provided that you also meet all of these conditions:
a) The work must carry prominent notices stating that youmodified it, and giving a relevant date.
b) The work must carry prominent notices stating that it is released under this License and any conditions added
under section 7. This requirement modifies the requirement in section 4 to “keep intact all notices”.
c) Youmust license the entire work, as a whole, under this License to anyonewho comes into possession of a copy.
This License will therefore apply, along with any applicable section 7 additional terms, to the whole of the work,
and all its parts, regardless of how they are packaged. This License gives no permission to license the work in any
other way, but it does not invalidate such permission if you have separately received it.
d) If the work has interactive user interfaces, eachmust display Appropriate Legal Notices; however, if the Program
has interactive interfaces that do not display Appropriate Legal Notices, your work need not make them do so.
A compilation of a covered work with other separate and independent works, which are not by their nature
extensions of the covered work, and which are not combined with it such as to form a larger program, in or on a
volume of a storage or distribution medium, is called an “aggregate” if the compilation and its resulting copyright
are not used to limit the access or legal rights of the compilation’s users beyond what the individual works permit.
Inclusion of a coveredwork in an aggregate does not cause this License to apply to the other parts of the aggregate.
6. Conveying Non‑Source Forms.
You may convey a covered work in object code form under the terms of sections 4 and 5, provided that you also
convey the machine‑readable Corresponding Source under the terms of this License, in one of these ways:
a) Convey the object code in, or embodied in, a physical product (including a physical distribution medium),
accompanied by the Corresponding Source fixed on a durable physical medium customarily used for software
interchange.
b) Convey the object code in, or embodied in, a physical product (including a physical distribution medium),
accompanied by a written offer, valid for at least three years and valid for as long as you offer spare parts or
customer support for that product model, to give anyone who possesses the object code either (1) a copy of the
Corresponding Source for all the software in the product that is covered by this License, on a durable physical
medium customarily used for software interchange, for a price no more than your reasonable cost of physically
performing this conveying of source, or (2) access to copy the Corresponding Source from a network server at no
charge.
c) Convey individual copies of the object codewith a copy of thewritten offer to provide the Corresponding Source.
This alternative is allowed only occasionally and noncommercially, and only if you received the object code with
such an offer, in accord with subsection 6b.
d) Convey the object code by offering access from a designated place (gratis or for a charge), and offer equivalent
access to the Corresponding Source in the same way through the same place at no further charge. You need not
require recipients to copy the Corresponding Source along with the object code. If the place to copy the object
code is a network server, the Corresponding Sourcemay be on a different server (operated by you or a third party)
that supports equivalent copying facilities, provided you maintain clear directions next to the object code saying
where to find the Corresponding Source. Regardless of what server hosts the Corresponding Source, you remain
obligated to ensure that it is available for as long as needed to satisfy these requirements.
e) Convey the object code using peer‑to‑peer transmission, provided you informother peerswhere the object code
and Corresponding Source of the work are being offered to the general public at no charge under subsection 6d.
A separable portion of the object code, whose source code is excluded from the Corresponding Source as a System
Library, need not be included in conveying the object code work.
A “User Product” is either (1) a “consumer product”, whichmeans any tangible personal propertywhich is normally
used for personal, family, or householdpurposes, or (2) anythingdesignedor sold for incorporation into adwelling.
In determiningwhether a product is a consumer product, doubtful cases shall be resolved in favor of coverage. For
a particular product received by a particular user, “normally used” refers to a typical or common use of that class
of product, regardless of the status of the particular user or of the way in which the particular user actually uses, or
expects or is expected to use, the product. A product is a consumer product regardless of whether the product has
substantial commercial, industrial or non‑consumer uses, unless such uses represent the only significant mode of
use of the product.
“Installation Information” for a User Product means any methods, procedures, authorization keys, or other
information required to install and execute modified versions of a covered work in that User Product from
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a modified version of its Corresponding Source. The information must suffice to ensure that the continued
functioning of the modified object code is in no case prevented or interfered with solely becausemodification has
beenmade.
If you convey an object code work under this section in, or with, or specifically for use in, a User Product, and
the conveying occurs as part of a transaction in which the right of possession and use of the User Product is
transferred to the recipient in perpetuity or for a fixed term (regardless of how the transaction is characterized),
the Corresponding Source conveyed under this section must be accompanied by the Installation Information. But
this requirement does not apply if neither you nor any third party retains the ability to install modified object code
on the User Product (for example, the work has been installed in ROM).
The requirement toprovide Installation Informationdoesnot include a requirement to continue toprovide support
service, warranty, or updates for a work that has been modified or installed by the recipient, or for the User
Product in which it has beenmodified or installed. Access to a networkmay be deniedwhen themodification itself
materially andadversely affects theoperationof thenetworkor violates the rules andprotocols for communication
across the network.
Corresponding Source conveyed, and Installation Information provided, in accord with this section must be in a
format that is publicly documented (and with an implementation available to the public in source code form), and
must require no special password or key for unpacking, reading or copying.
7. Additional Terms.
“Additional permissions” are terms that supplement the terms of this License by making exceptions from one
or more of its conditions. Additional permissions that are applicable to the entire Program shall be treated as
though they were included in this License, to the extent that they are valid under applicable law. If additional
permissions apply only to part of the Program, that part may be used separately under those permissions, but
the entire Program remains governed by this License without regard to the additional permissions.
When you convey a copy of a covered work, you may at your option remove any additional permissions from that
copy, or from any part of it. (Additional permissions may be written to require their own removal in certain cases
when you modify the work.) You may place additional permissions on material, added by you to a covered work,
for which you have or can give appropriate copyright permission.
Notwithstanding any other provision of this License, formaterial you add to a coveredwork, youmay (if authorized
by the copyright holders of that material) supplement the terms of this License with terms:
a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and 16 of this License; or
b) Requiring preservation of specified reasonable legal notices or author attributions in that material or in the
Appropriate Legal Notices displayed by works containing it; or
c) Prohibitingmisrepresentation of the origin of that material, or requiring that modified versions of suchmaterial
be marked in reasonable ways as different from the original version; or
d) Limiting the use for publicity purposes of names of licensors or authors of the material; or
e) Declining to grant rights under trademark law for use of some trade names, trademarks, or service marks; or
f) Requiring indemnification of licensors and authors of that material by anyone who conveys the material (or
modified versions of it) with contractual assumptions of liability to the recipient, for any liability that these
contractual assumptions directly impose on those licensors and authors.
All other non‑permissive additional terms are considered “further restrictions” within themeaning of section 10. If
theProgramasyou received it, or anypartof it, containsanotice stating that it is governedby this Licensealongwith
a term that is a further restriction, you may remove that term. If a license document contains a further restriction
but permits relicensing or conveying under this License, you may add to a covered work material governed by the
termsof that licensedocument, provided that the further restrictiondoesnot survive such relicensingor conveying.
If you add terms to a covered work in accord with this section, you must place, in the relevant source files, a
statement of the additional terms that apply to those files, or a notice indicatingwhere to find the applicable terms.
Additional terms, permissive or non‑permissive,may be stated in the form of a separately written license, or stated
as exceptions; the above requirements apply either way.
8. Termination.
You may not propagate or modify a covered work except as expressly provided under this License. Any attempt
otherwise to propagate or modify it is void, and will automatically terminate your rights under this License
(including any patent licenses granted under the third paragraph of section 11).
However, if you cease all violation of this License, then your license from a particular copyright holder is reinstated
(a) provisionally, unless and until the copyright holder explicitly and finally terminates your license, and (b)
permanently, if the copyright holder fails to notify you of the violation by some reasonable means prior to 60 days
after the cessation.
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Moreover, your license from a particular copyright holder is reinstated permanently if the copyright holder notifies
you of the violation by some reasonable means, this is the first time you have received notice of violation of this
License (for any work) from that copyright holder, and you cure the violation prior to 30 days after your receipt of
the notice.
Termination of your rights under this section does not terminate the licenses of parties who have received copies
or rights from you under this License. If your rights have been terminated and not permanently reinstated, you do
not qualify to receive new licenses for the samematerial under section 10.
9. Acceptance Not Required for Having Copies.
Youarenot required toaccept this License inorder to receiveor runacopyof theProgram.Ancillarypropagationofa
coveredwork occurring solely as a consequence of using peer‑to‑peer transmission to receive a copy likewise does
not require acceptance. However, nothing other than this License grants you permission to propagate or modify
any covered work. These actions infringe copyright if you do not accept this License. Therefore, by modifying or
propagating a covered work, you indicate your acceptance of this License to do so.
10. Automatic Licensing of Downstream Recipients.
Each time you convey a covered work, the recipient automatically receives a license from the original licensors, to
run, modify and propagate that work, subject to this License. You are not responsible for enforcing compliance by
third parties with this License.
An “entity transaction” is a transaction transferring control of an organization, or substantially all assets of one,
or subdividing an organization, or merging organizations. If propagation of a covered work results from an entity
transaction, each party to that transaction who receives a copy of the work also receives whatever licenses to the
work the party’s predecessor in interest had or could give under the previous paragraph, plus a right to possession
of the Corresponding Source of thework from the predecessor in interest, if the predecessor has it or can get it with
reasonable efforts.
You may not impose any further restrictions on the exercise of the rights granted or affirmed under this License.
For example, you may not impose a license fee, royalty, or other charge for exercise of rights granted under this
License, and you may not initiate litigation (including a cross‑claim or counterclaim in a lawsuit) alleging that any
patent claim is infringed bymaking, using, selling, offering for sale, or importing the Program or any portion of it.
11. Patents.
A “contributo” is a copyright holder who authorizes use under this License of the Program or a work on which the
Program is based. The work thus licensed is called the contributor’s “contributor version”.
A contributor’s “essential patent claim” are all patent claims owned or controlled by the contributor, whether
already acquired or hereafter acquired, that would be infringed by some manner, permitted by this License, of
making, using, or selling its contributor version, but do not include claims that would be infringed only as a
consequence of further modification of the contributor version. For purposes of this definition, “control” includes
the right to grant patent sublicenses in a manner consistent with the requirements of this License.
Each contributor grants you a non‑exclusive, worldwide, royalty‑free patent license under the contributor’s
essential patent claims, to make, use, sell, offer for sale, import and otherwise run, modify and propagate the
contents of its contributor version.
In the following three paragraphs, a “patent license” is any express agreement or commitment, however
denominated, not to enforce a patent (such as an express permission to practice a patent or covenant not to sue for
patent infringement). To “grant” suchapatent license to apartymeans tomake suchanagreement or commitment
not to enforce a patent against the party.
If you convey a covered work, knowingly relying on a patent license, and the Corresponding Source of the work is
not available for anyone to copy, free of charge and under the terms of this License, through a publicly available
network server or other readily accessible means, then you must either (1) cause the Corresponding Source to be
so available, or (2) arrange to deprive yourself of the benefit of the patent license for this particular work, or (3)
arrange, in amanner consistent with the requirements of this License, to extend the patent license to downstream
recipients. “Knowingly relying” means you have actual knowledge that, but for the patent license, your conveying
the covered work in a country, or your recipient’s use of the covered work in a country, would infringe one ormore
identifiable patents in that country that you have reason to believe are valid.
If, pursuant to or in connection with a single transaction or arrangement, you convey, or propagate by procuring
conveyance of, a covered work, and grant a patent license to some of the parties receiving the covered work
authorizing them to use, propagate, modify or convey a specific copy of the covered work, then the patent license
you grant is automatically extended to all recipients of the covered work and works based on it.
A patent license is “discriminator” if it does not include within the scope of its coverage, prohibits the exercise of,
or is conditioned on the non‑exercise of one or more of the rights that are specifically granted under this License.
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You may not convey a covered work if you are a party to an arrangement with a third party that is in the business
of distributing software, under which you make payment to the third party based on the extent of your activity of
conveying the work, and under which the third party grants, to any of the parties who would receive the covered
work from you, a discriminatory patent license (a) in connection with copies of the covered work conveyed by you
(or copies made from those copies), or (b) primarily for and in connection with specific products or compilations
that contain the covered work, unless you entered into that arrangement, or that patent license was granted, prior
to 28 March 2007.
Nothing in this License shall be construed as excluding or limiting any implied license or other defenses to
infringement that may otherwise be available to you under applicable patent law.
12. No Surrender of Others‘ Freedom.
If conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions
of this License, they do not excuse you from the conditions of this License. If you cannot convey a covered work
so as to satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a
consequence you may not convey it at all. For example, if you agree to terms that obligate you to collect a royalty
for further conveying from those towhomyou convey theProgram, the onlyway you could satisfy both those terms
and this License would be to refrain entirely from conveying the Program.
13. Use with the GNU Affero General Public License.
Notwithstanding any other provision of this License, you have permission to link or combine any covered work
with a work licensed under version 3 of the GNU Affero General Public License into a single combined work, and to
convey the resulting work. The terms of this License will continue to apply to the part which is the covered work,
but the special requirements of the GNU Affero General Public License, section 13, concerning interaction through
a network will apply to the combination as such.
14. Revised Versions of this License.
The Free Software Foundation may publish revised and/or new versions of the GNU General Public License from
time to time. Such new versions will be similar in spirit to the present version, but may differ in detail to address
new problems or concerns.
Each version is given a distinguishing version number. If the Program specifies that a certain numbered version of
the GNU General Public License “or any later version” applies to it, you have the option of following the terms and
conditions either of that numbered version or of any later version published by the Free Software Foundation. If
the Program does not specify a version number of the GNU General Public License, you may choose any version
ever published by the Free Software Foundation.
If the Program specifies that a proxy can decide which future versions of the GNU General Public License can be
used, that proxy’s public statement of acceptance of a version permanently authorizes you to choose that version
for the Program.
Later license versions may give you additional or different permissions. However, no additional obligations are
imposed on any author or copyright holder as a result of your choosing to follow a later version.
15. Disclaimer of Warranty.
THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM „AS
IS“; WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO
THEQUALITY ANDPERFORMANCEOFTHEPROGRAM ISWITHYOU. SHOULDTHEPROGRAMPROVEDEFECTIVE, YOU
ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.
16. Limitation of Liability.
IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER,
OR ANY OTHER PARTY WHOMODIFIES AND/OR CONVEYS THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF
THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO
OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.
17. Interpretation of Sections 15 and 16.
If the disclaimer of warranty and limitation of liability provided above cannot be given local legal effect according
to their terms, reviewing courts shall apply local law that most closely approximates an absolute waiver of all civil
liability in connection with the Program, unless a warranty or assumption of liability accompanies a copy of the
Program in return for a fee.
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END OF TERMS AND CONDITIONS

15.5 PSF License
https://docs.python.org/2/license.html

15.6 Zlib License
/*
zlib.h – interface of the ‚zlib‘ general purpose compression library version 1.2.5, April 19th, 2010
Copyright (C) 1995‑2010 Jean‑loup Gailly and Mark Adler
This software is provided ‚as‑is‘, without any express or impliedwarranty. In no eventwill the authors be held liable
for any damages arising from the use of this software.
Permission is granted to anyone to use this software for any purpose, including commercial applications, and to
alter it and redistribute it freely, subject to the following restrictions:
1. The origin of this softwaremust not bemisrepresented; youmust not claim that youwrote the original software.
If you use this software in a product, an acknowledgment in the product documentationwould be appreciated but
is not required.
2. Altered source versions must be plainly marked as such, and must not be misrepresented as being the original
software.
3. This notice may not be removed or altered from any source distribution.
Jean‑loup Gailly Mark Adler
jloup@gzip.org madler@alumni.caltech.edu
The data format used by the zlib library is described by RFCs (Request for Comments) 1950 to 1952 in the files
http://www.ietf.org/rfc/rfc1950.txt (zlib format), rfc1951.txt (deflate format) and rfc1952.txt (gzip format).
*/

15.7 CURL License
COPYRIGHT AND PERMISSION NOTICE
Copyright (c) 1996 ‑ 2016, Daniel Stenberg, daniel@haxx.se, andmany contributors, see the THANKS file.
All rights reserved.
Permission to use, copy,modify, and distribute this software for any purposewith or without fee is hereby granted,
provided that the above copyright notice and this permission notice appear in all copies.
THE SOFTWARE IS PROVIDED „AS IS“, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT OF THIRD PARTY RIGHTS. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR
OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS
IN THE SOFTWARE.
Except as contained in this notice, the name of a copyright holder shall not be used in advertising or otherwise to
promote the sale, use or other dealings in this Softwarewithout prior written authorization of the copyright holder.

15.8 OpenSSL License
OpenSSL License
—————
====================================================================
Copyright (c) 1998‑2016 The OpenSSL Project. All rights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:
1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.
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2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.
3. All advertisingmaterialsmentioning featuresoruseof this softwaremustdisplay the followingacknowledgment:
„This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit. (
http://www.openssl.org/ )“
4. The names „OpenSSL Toolkit“ and „OpenSSL Project“ must not be used to endorse or promote products
derived from this software without prior written permission. For written permission, please contact openssl‑
core@openssl.org.
5. Products derived from this software may not be called „OpenSSL“ nor may „OpenSSL“ appear in their names
without prior written permission of the OpenSSL Project.
6. Redistributions of any formwhatsoever must retain the following acknowledgment:
„This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit (
http://www.openssl.org/ )“
THIS SOFTWARE IS PROVIDEDBY THEOpenSSL PROJECT ``AS IS‘‘ AND ANY EXPRESSEDOR IMPLIEDWARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS
BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA,
OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
====================================================================
This product includes cryptographic software written by Eric Young (eay@cryptsoft.com). This product includes
software written by Tim Hudson (tjh@cryptsoft.com).
Original SSLeay License
———————–
Copyright (C) 1995‑1998 Eric Young (eay@cryptsoft.com)
All rights reserved.
This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conformwith Netscapes SSL.
This library is free for commercial and non‑commercial use as long as the following conditions are aheared to.
The following conditions apply to all code found in this distribution, be it the RC4, RSA, lhash, DES, etc., code; not
just the SSL code. The SSL documentation included with this distribution is covered by the same copyright terms
except that the holder is Tim Hudson (tjh@cryptsoft.com).
Copyright remains Eric Young’s, and as such any Copyright notices in the code are not to be removed.
If this package is used in a product, Eric Young should be given attribution as the author of the parts of the library
used.
This can be in the form of a textual message at program startup or in documentation (online or textual) provided
with the package.
Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:
1. Redistributions of source code must retain the copyright notice, this list of conditions and the following
disclaimer.
2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.
3. All advertising materials mentioning features or use of this software must display the following
acknowledgement:
„This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)“
Theword ‚cryptographic‘ can be left out if the rouines from the library being used are not cryptographic related :‑).
4. If you include anyWindows specific code (or a derivative thereof) from the apps directory (application code) you
must include an acknowledgement: „This product includes software written by Tim Hudson (tjh@cryptsoft.com)“
THIS SOFTWARE IS PROVIDED BY ERIC YOUNG ``AS IS‘‘ AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
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INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
The licence and distribution terms for any publically available version or derivative of this code cannot be
changed. i.e. this code cannot simply be copied and put under another distribution licence [including the GNU
Public Licence.]

15.9 Telnetcpcd License
Telnetcpcd Public License, Version 1.0, July 16, 2003
Copyright (c) 2002,2003 Thomas J Pinkl. All rights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:
1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.
2. Redistributions inbinary formmust reproduce theabovecopyrightnotice, this list of conditionsand the following
disclaimer in the documentation and/or other materials provided with the distribution.
3. The names of the software authors and copyright holders must not be used to endorse or promote products
derived from this software without prior written permission. For written permission, please contact the copyright
holder.
THIS SOFTWARE IS PROVIDED ``AS IS‘‘ AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL Thomas J Pinkl OR HIS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED ANDONANY THEORYOF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

15.10 Eclipse Public License ‑ v 1.0
THE ACCOMPANYING PROGRAM IS PROVIDED UNDER THE TERMS OF THIS ECLIPSE PUBLIC LICENSE
(„AGREEMENT“). ANY USE, REPRODUCTION OR DISTRIBUTION OF THE PROGRAM CONSTITUTES RECIPIENT’S
ACCEPTANCE OF THIS AGREEMENT.
1. DEFINITIONS
“Contribution” means:
a) in the case of the initial Contributor, the initial code and documentation distributed under this Agreement, and
b) in the case of each subsequent Contributor:
i) changes to the Program, and
ii) additions to the Program;
where such changes and/or additions to the Program originate from and are distributed by that particular
Contributor. A Contribution ‚originates‘ from a Contributor if it was added to the Program by such Contributor
itself or anyone acting on such Contributor’s behalf. Contributions do not include additions to the Program
which: (i) are separate modules of software distributed in conjunction with the Program under their own license
agreement, and (ii) are not derivative works of the Program.
“Contributor” means any person or entity that distributes the Program.
“Licensed Patents” mean patent claims licensable by a Contributor which are necessarily infringed by the use or
sale of its Contribution alone or when combined with the Program.
“Program”means the Contributions distributed in accordance with this Agreement.
“Recipient” means anyone who receives the Program under this Agreement, including all Contributors.
2. GRANT OF RIGHTS
a) Subject to the terms of this Agreement, each Contributor hereby grants Recipient a non‑exclusive, worldwide,
royalty‑free copyright license to reproduce, prepare derivative works of, publicly display, publicly perform,
distribute and sublicense the Contribution of such Contributor, if any, and such derivative works, in source code
and object code form.
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b) Subject to the terms of this Agreement, each Contributor hereby grants Recipient a non‑exclusive, worldwide,
royalty‑free patent license under Licensed Patents to make, use, sell, offer to sell, import and otherwise transfer
the Contribution of such Contributor, if any, in source code and object code form. This patent license shall apply to
the combination of the Contribution and the Program if, at the time the Contribution is added by the Contributor,
such addition of the Contribution causes such combination to be covered by the Licensed Patents. The patent
license shall not apply to any other combinations which include the Contribution. No hardware per se is licensed
hereunder.
c) Recipient understands that although each Contributor grants the licenses to its Contributions set forth herein,
no assurances are provided by any Contributor that the Program does not infringe the patent or other intellectual
property rights of any other entity. Each Contributor disclaims any liability to Recipient for claims brought by any
other entity based on infringement of intellectual property rights or otherwise. As a condition to exercising the
rights and licenses granted hereunder, each Recipient hereby assumes sole responsibility to secure any other
intellectual property rights needed, if any. For example, if a third party patent license is required to allow Recipient
to distribute the Program, it is Recipient’s responsibility to acquire that license before distributing the Program.
d) Each Contributor represents that to its knowledge it has sufficient copyright rights in its Contribution, if any, to
grant the copyright license set forth in this Agreement.
3. REQUIREMENTS
AContributormay choose to distribute theProgram in object code formunder its own license agreement, provided
that:
a) it complies with the terms and conditions of this Agreement; and
b) its license agreement:
i) effectively disclaims on behalf of all Contributors all warranties and conditions, express and implied, including
warranties or conditions of title and non‑infringement, and implied warranties or conditions of merchantability
and fitness for a particular purpose;
ii) effectively excludes on behalf of all Contributors all liability for damages, including direct, indirect, special,
incidental and consequential damages, such as lost profits;
iii) states that any provisions which differ from this Agreement are offered by that Contributor alone and not by
any other party; and
iv) states that source code for the Program is available from such Contributor, and informs licensees how to obtain
it in a reasonable manner on or through amedium customarily used for software exchange.
When the Program is made available in source code form:
a) it must be made available under this Agreement; and
b) a copy of this Agreement must be included with each copy of the Program.
Contributors may not remove or alter any copyright notices contained within the Program.
Each Contributor must identify itself as the originator of its Contribution, if any, in a manner that reasonably
allows subsequent Recipients to identify the originator of the Contribution.
4. COMMERCIAL DISTRIBUTION
Commercial distributors of software may accept certain responsibilities with respect to end users, business
partners and the like. While this license is intended to facilitate the commercial use of the Program, the
Contributor who includes the Program in a commercial product offering should do so in a manner which does not
create potential liability for other Contributors. Therefore, if a Contributor includes the Program in a commercial
product offering, suchContributor (“Commercial Contributor”) hereby agrees to defend and indemnify every other
Contributor („Indemnified Contributor“) against any losses, damages and costs (collectively „Losses“) arising from
claims, lawsuits and other legal actions brought by a third party against the Indemnified Contributor to the extent
caused by the acts or omissions of such Commercial Contributor in connectionwith its distribution of the Program
in a commercial product offering. The obligations in this section do not apply to any claims or Losses relating to
any actual or alleged intellectual property infringement. In order to qualify, an Indemnified Contributor must: a)
promptly notify the Commercial Contributor in writing of such claim, and b) allow the Commercial Contributor to
control, and cooperate with the Commercial Contributor in, the defense and any related settlement negotiations.
The Indemnified Contributor may participate in any such claim at its own expense.
For example, a Contributor might include the Program in a commercial product offering, Product X. That
Contributor is then a Commercial Contributor. If that Commercial Contributor then makes performance claims,
or offers warranties related to Product X, those performance claims and warranties are such Commercial
Contributor’s responsibility alone. Under this section, the Commercial Contributor would have to defend claims
against the other Contributors related to those performance claims and warranties, and if a court requires any
other Contributor to pay any damages as a result, the Commercial Contributor must pay those damages.
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5. NOWARRANTY
EXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, THE PROGRAM IS PROVIDED ON AN „AS IS“ BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, EITHER EXPRESS OR IMPLIED INCLUDING, WITHOUT
LIMITATION, ANY WARRANTIES OR CONDITIONS OF TITLE, NON‑INFRINGEMENT, MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE. Each Recipient is solely responsible for determining the appropriateness of using
and distributing the Program and assumes all risks associated with its exercise of rights under this Agreement ,
including but not limited to the risks and costs of program errors, compliance with applicable laws, damage to or
loss of data, programs or equipment, and unavailability or interruption of operations.
6. DISCLAIMER OF LIABILITY
EXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, NEITHER RECIPIENT NOR ANY CONTRIBUTORS SHALL
HAVE ANY LIABILITY FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING WITHOUT LIMITATION LOST PROFITS), HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OR DISTRIBUTION OF THE PROGRAM OR THE EXERCISE OF ANY RIGHTS
GRANTED HEREUNDER, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
7. GENERAL
If any provision of this Agreement is invalid or unenforceable under applicable law, it shall not affect the validity or
enforceability of the remainder of the terms of this Agreement, and without further action by the parties hereto,
such provision shall be reformed to the minimum extent necessary to make such provision valid and enforceable.
If Recipient institutes patent litigation against any entity (including a cross‑claim or counterclaim in a lawsuit)
alleging that the Program itself (excluding combinations of the Programwith other software or hardware) infringes
such Recipient’s patent(s), then such Recipient’s rights granted under Section 2(b) shall terminate as of the date
such litigation is filed.
All Recipient’s rights under this Agreement shall terminate if it fails to comply with any of the material terms or
conditions of this Agreement and does not cure such failure in a reasonable period of time after becoming aware
of such noncompliance. If all Recipient’s rights under this Agreement terminate, Recipient agrees to cease use
and distribution of the Program as soon as reasonably practicable. However, Recipient’s obligations under this
Agreement and any licenses granted by Recipient relating to the Program shall continue and survive.
Everyone is permitted to copy and distribute copies of this Agreement, but in order to avoid inconsistency the
Agreement is copyrighted and may only be modified in the following manner. The Agreement Steward reserves
the right to publish new versions (including revisions) of this Agreement from time to time. No one other than
the Agreement Steward has the right to modify this Agreement. The Eclipse Foundation is the initial Agreement
Steward. The Eclipse Foundation may assign the responsibility to serve as the Agreement Steward to a suitable
separate entity. Each new version of the Agreement will be given a distinguishing version number. The Program
(including Contributions) may always be distributed subject to the version of the Agreement under which it was
received. In addition, after a new version of the Agreement is published, Contributor may elect to distribute the
Program (including its Contributions) under the new version. Except as expressly stated in Sections 2(a) and
2(b) above, Recipient receives no rights or licenses to the intellectual property of any Contributor under this
Agreement, whether expressly, by implication, estoppel or otherwise. All rights in the Program not expressly
granted under this Agreement are reserved.
This Agreement is governed by the laws of the State of New York and the intellectual property laws of the United
States of America. No party to this Agreement will bring a legal action under this Agreement more than one year
after the cause of action arose. Each party waives its rights to a jury trial in any resulting litigation.

15.11 Eclipse Distribution License ‑ v 1.0
Copyright (c) 2007, Eclipse Foundation, Inc. and its licensors.
All rights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:
Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.
Redistributions in binary formmust reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.
Neither the name of the Eclipse Foundation, Inc. nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.
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THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS „AS IS“ AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUTNOT LIMITEDTO, PROCUREMENTOFSUBSTITUTEGOODSORSERVICES; LOSSOFUSE,
DATA,ORPROFITS;ORBUSINESS INTERRUPTION)HOWEVERCAUSEDANDONANYTHEORYOFLIABILITY,WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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